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Executive summary 

The aim of this deliverable is to investigate socially based  methodologies to facilitate 

and optimize information provision in adaptive pervasive environments. This 

concerns dynamic techniques for optimizing content placement and adaptation and 

takes into account the relevance of information within social groups and local social 

structures.  

Social relationships can be based on establishing trust, cooperation and sharing of 

common interests among individuals but also on other characteristics typical of 

mobile environments, such as the frequency of interaction. The exploitation of these 

‘social links’ has proved to be of fundamental importance for the optimization and 

effectiveness of content placement and dissemination strategies over mobile pervasive 

networks. Quantitative protocols and security mechanisms could be further 

implemented to reinforce trust and incentivise cooperation within elements of a social 

community. 

This deliverable looks at these issues and explores the following: 

• The social basis for trust and interaction between different parties to facilitate 

information sharing and dissemination (Section 2); 

• The strategic replication of content to increase and facilitate its dissemination 

(Section 3); 

• The optimization of content placement for enhanced opportunistic 

communications (Section 4); 

• The intelligent pushing of content based on commonality of interest and social 

similarity (Section 5); 

• The motivation for individuals to respond to each other through repeated 

interaction (Section 6) 

• The use of secret handshaking to determine secure communication channels 

between different parties (Section 7). 
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1 Introduction 

Research concerning the provision of information in pervasive environments 

frequently relates to Mobile peer-to-peer (MP2P) networking. This is the use of peer 

devices that are wireless enabled and capable of storing, forwarding and 

communicating each other.  

 

Social MP2P networking attempts to use the MP2P concept for multi-hop 

communication using a ‘social structure’ between devices, and possibly their users. 

This can be  based on the history of previous interactions between them, as discussed 

in (Watts et al., 2002). The social dimension is important because it allows to exploit 

the relationships that devices and humans build among each others. These also 

underpin trust and security as well as taking into account interests and similarities that 

single nodes may have.  

 

Differently from work package WP2, WP3 focuses primarily on the mechanisms for 

content provision rather than on the definition of communication protocols between 

nodes. This will explore  issues such as  ‘commonality’ between nodes and how this  

can facilitate adaptive and dynamic dissemination and replication of content across 

peers within mobile pervasive environments. 

 

Within this work the benefit of establishing the similarity between devices and 

situations has been clearly shown in a number of contributions made. The work 

carried out concerning situated content provision is embodied in a series of 

publications related to different aspects of work undertaken. All of the above 

scenarios depend heavily on high levels of cooperation from individual nodes in order 

to function effectively. However, this usually incurs some cost to individual 

cooperating devices, for example, the reduced battery life from unnecessary 

communications, or increased storage and CPU usage from process and caching 

content. As such, without intervention, a rational, selfish node has no incentive to 

cooperate, leading to a social dilemma where the socially optimal outcome 
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(maximising the combined utility of all members) can not be achieved through 

individually optimal strategies (that maximise ones own utility). Such social 

dilemmas occur naturally in everyday social relationships (Hardin, 1968), and the 

evolution of humans has developed a range of mechanisms that effectively deal with 

the issues of cooperation and trust that arise. It therefore seems natural to consider 

these mechanisms when developing autonomous electronic networks.  

2 Recent Advances in Behavioural Science 

Our basis for studying adaptation is the human dimension. This work follows on from 

the work undertaken in WP1 and has involved integration with technical partners in 

WP3 to develop joint work leading to publication through considering the human 

basis for cooperation.  

2.1 Background 

In the behavioural sciences, trust refers to the tendency to cooperate with others in the 

face of uncertainty about whether that cooperation will be reciprocated (E. Ostrom 

and J. Walker, 2002). Recent research suggests that this ability is part of a suite of 

psychological mechanisms that evolved in humans as means of facilitating social 

exchange. Here we review the problems involved in exchange, and explain how trust 

helps to solve them. Life affords many situations in which one individual can provide 

a large benefit to another at a small cost to itself. Perhaps foregoing the last mouthful 

of food can save another from starvation, or emitting a warning call alerts another to 

the approach of a deadly predator. Examples of altruism abound in nature, but it has 

been difficult for evolutionary theory to explain how natural selection could favour 

such tendencies. Other things being equal, selfish types (that take the benefit of others 

altruism without paying the cost) will always have an advantage over altruistic types. 

However, in recent years, evolutionary theorists have provided several explanations. 

 

One explanation is kin selection (W. Hamilton, 1964). Genes for altruism will be 

selected if they aid copies of themselves that happen to reside in other individuals – 

that is, in genetic relatives. This theory predicts that, under some circumstances, 
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individuals will be equipped by natural selection with mechanisms that detect, and 

deliver benefits to, members of their family. This theory explains the majority of 

altruism in nature, and has been used to illuminate the psychology of parental care 

and family structure in humans (M. Daly and M. Wilson, 2005, D. Lieberman et al., 

2005, E. Madsen et al, 2007) . A second explanation is reciprocal altruism, or social 

exchange (L. Cosmides and J. Tooby, 2005, R. Trivers, 1971). Genes for altruism will 

be selected if the benefits that they provide are contingent upon receiving benefits in 

return. Perhaps I will give you some of my surplus apples, if you give me some of 

your surplus oranges; or, I will help you when you are injured, if you will help me 

when I am injured in the future. Both parties stand to gain from such exchanges by 

paying a small cost and receiving a larger benefit in return. However, an obstacle to 

this kind of cooperation is that, although both individuals profit from the exchange, an 

individual can profit even more by taking the benefit of cooperation without paying 

the cost that is, by cheating. Thus, when the exchange of benefits cannot be confirmed 

as is the case when they are exchanged at different times cooperators expose 

themselves to the risk of being exploited. Hence they are uncertain about how much 

they can trust others.  

 

In game theory, situations of this kind are modeled as prisoner’s dilemmas. Analyses 

show that in a world where individuals meet only once, cheating is always the best 

strategy, trust cannot evolve, and the fruits of cooperation remain forever out of reach. 

However, in a world where individuals meet repeatedly, the immediate benefits of 

cheating can be outweighed by the long-term benefits of cooperation, and a strategy 

of conditional cooperation – that begins interactions with a cooperative move, and 

then does whatever the other player does in subsequent rounds – can initiate and 

maintain cooperation, avoid exploitation by cheats, and thereby realise the rewards of  

cooperation (R. Axelrod, 1984).  

 

Humans evolved in a world where repeated face-to-face interactions were a recurrent 

feature of social life (J. Tooby and I. Devore, 1987); and this, combined with the 

economics of hunting, seems to have created the conditions and provided the impetus 

for the evolution of psychological mechanisms that implement a strategy of 

conditional cooperation. These mechanisms are expected to be able to: identify 

profitable social exchanges (based on the ratio of costs to benefits, the chances of 
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meeting again, and the delay in receiving the return benefit (J. Tooby and I. Devore, 

1992)); to initiate cooperation at the relatively high-levels appropriate to the social 

environment in which they evolved (A. Delton et al., 2009) to alter behaviour 

depending on the past performance of ones partner, his reputation, or information 

regarding his future intentions (M. Nowak and K. Sigmund, 1998); and to identify 

and punish cheats (M. Price et al., 2002).  

 

These theoretical expectations are consistent with findings from experimental games, 

in which individuals playing for real money decide whether and how much to trust 

others (C. Camerer 2003). For example, it has been found that: individuals who place 

a higher value on future rewards are more likely to initiate cooperation (O. Curry et 

al., 2008, A. Harris, 2002) contrary to standard economic assumptions of selfishness, 

individuals trust others, and reciprocate trust, even in one-shot games (E. Ostrom, 

1998); individuals are more likely to trust others that are smiling, or are portrayed by 

smiling emoticons (O. Curry and J. Tooby, 2010, J. Scharlemann et al., 2001); 

individuals are more likely to cooperate with others when they are known to them (R. 

Frank, et al, 1993) or are made to feel as if they are being watched (by the strategic 

placement of eyespots) (M. Bateson et al., 2006, K. Haley and D. Fessler, 2005); and 

individuals are more likely to cooperate when there is the option to punish cheats, and 

will pay money to do so (E. Fehr and S. Gachter, 2002). For alternative interpretations 

of these results, compare (T. Burnham and D. Johnson, 2005) and (E. Fehr, U. 

Fischbacher, 2003).  

 

Intriguingly, it has also been shown that the decision to trust is mediated and can be 

experimentally manipulated – by the hormone oxytocin (M. Kosfeld et al., 2005). 

This evolutionarily ancient and widely-conserved hormone leads female mammals to 

‘let down their guard’ and allow others to approach for the purposes of copulation and 

the suckling of young (Z. Donaldson and L. Young, 2008). It appears that this system 

originally designed to facilitate mating, and then modified for the purposes of kin 

altruism has now been pressed into the service of reciprocal altruism. It leads 

individuals to let down their guard when cooperating, and thus make themselves 
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vulnerable to possible exploitation, in pursuit of the potential benefits of reciprocity. 

Genetic variation in levels of oxytocin in humans may help to explain why the 

decision to trust (and reciprocate) in experimental games is partly heritable (D. 

Cesarini et al., 2008).  

 

The modern world provides opportunities for cooperation on an evolutionarily 

unprecedented scale; fortunately, we seem to be pre-equipped to take advantage of 

them. Our tendency to trust may be designed for the Stone Age, and be based on 

assumptions that no longer hold; but, under the right circumstances, this tendency can 

become a self-fulfilling prophecy. An act of trust that may appear over-optimistic can 

nevertheless trigger reciprocity in its recipient, thereby unlocking cycles of mutually-

beneficial cooperation. As we learn more about the psychology of trust, the challenge 

will be to design trust-enhancing structures and institutions that mesh better with our 

evolved intuitions, and thereby support cooperation at ever-higher levels. 

2.2 Work Undertaken 

The work undertaken on this front has been carried out by OXF in collaboration with 

NKUA, CU and EUR using personnel that are fully engaged in the SOCIALNETS 

project. This is carried out in support of task T3.2, which concerns the adaptation and 

need of cooperation and altruism for the provision of content. The paper produced, 

see Appendix A, shows how a better understanding of trust and cooperation from a 

behavioural science perspective can be used to inspire techniques to encourage 

cooperation and balance trust and privacy in pervasive networks. The point at which 

technical transfer occurs between the human domain and the technical domain is the 

affiliation that humans identify with each other based on their ‘similarity’. This 

carries over from WP1 (see deliverable D1.2 and D1.3) and has led to techniques to 

encourage content sharing networks based on the deduction of groups of ‘similar’ 

individuals. Any identification of related groups will require an exchange of 

information, and the implications on privacy and trust that result are therefore 

investigated in depth. For example, these aspects are explored in the context of 

content sharing and micro-blogging.  
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3 Content Replication based on Social Similarity 

The basis for the notion of ‘social similarity’ was introduced in Section 2. In this 

section we introduce the basis for content replication based on commonality of 

interests among groups of nodes in a network. 

3.1 Background 

In deliverable D3.1 (N. Laoutaris, 2006, E. Jaho et al., 2008, E. Jaho and I. 

Stavrakakis, 2009) we have introduced social characteristics that should be taken into 

consideration in the design of content management mechanisms such as: Interest-

based social grouping or commonality of interests; Locality-based social grouping 

and related mobility, or commonality in locality; Cooperative and non-cooperative 

behaviors, mistreatment/misbehavior, uncertainties and trust-based social grouping. 

Such characteristics were considered in isolation or jointly, in order to enhance the 

performance of content management. In this deliverable we focus on the impact of 

social similarity (or commonality of interests) on three different node behaviors, 

regarding content placement strategies, see (E. Jaho and I. Stavrakakis, 2010) for 

more details. We consider a social group of nodes and make two modeling 

assumptions: 

• Each node has a probability distribution of interests for a set of information 

objects. 

• Each node locally replicates information objects and can access objects stored 

by other nodes in the social group at a smaller cost, compared to the cost of 

accessing them from another social group. 

Since nodes have limited capacity, it is important that they decide correctly which 

objects to store. We assume that the decisions made are shaped by the different 

behaviors that nodes can adopt: the selfish, the self-aware cooperative and the 

optimally altruistic ones. 

 

Under the selfish strategy, each node tries to minimize its own access cost without 
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considering other nodes’ placements. Each node simply stores its most wanted 

objects, in order of decreasing request rates. This strategy has the lowest 

implementation cost, since there are no communication costs. 

 

In the self-aware cooperative strategy, each node tries to minimize its access cost 

while taking into account other node placements. The ‘self-aware’ aspect of this 

cooperative  strategy is due to the so-called ‘mistreatment-free’ (N. Laoutaris, 2006, 

E. Jaho et al., 2008) property, in the sense that it results in a distributed object 

placement algorithm, where the access cost for each and every node is at least (and 

typically much lower than) that induced under the selfish strategy. We say that a node 

is cooperative when it communicates the list of the objects in its memory to other 

nodes. A node can take advantage of other nodes’ placements, in order to further 

minimize its access cost. For instance, a node may decide to replace a highly 

requested object that exists in many other nodes in the group by a less requested one, 

if this incurs an access cost decrease. The implementation of the self-aware 

cooperative strategy requires the exchange of some limited information among nodes 

in the group (index of content stored locally). 

 

In the optimally altruistic strategy, nodes in the group store objects such that the total 

access cost (social cost) is minimized. This strategy has the highest implementation 

cost compared to the others we have studied since it requires that each node knows 

the preferences of all other nodes in the group. It yields the maximum benefit possible 

for the entire group, although this can mistreat certain nodes for the social benefit 

(with the risk of encouraging them to leave the group) and requires heavier interaction 

with the other nodes of the group (increasing complexity and the reliance on nodes’ 

truthful declarations). These interactions could be lighter under a centralized 

derivation of the optimal placement. 

3.2 Work Undertaken 

The work undertaken on social similarity has been carried out by NKUA. A paper 

detailing this research is presented in Appendix B. This is carried out in support of 

task T3.3, which concerns the provision of information which is relevant to users’ 

interests. This is achieved through the design of mechanisms that determine the 

content replication within a group of nodes, by exploiting the locality and 
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commonality in interests of such nodes to dictate the most effective content 

replication strategy (or behavior) to follow.  

 
The main objective has been to examine the performance of a range of different 

strategies, relative to the characteristics of the social group. To this end, an innovative 

approach that characterizes the similarity of the nodes of the social group with respect 

to content interests is proposed and a metric called tightness has been introduced. The 

beneficial dependence of the induced social and individual node– under the 

aforementioned three types of content placement strategies, which reflect general 

patterns of social behavior – from the level of tightness of the social group has been 

clearly established and some important conclusions and guidelines are drawn 

regarding the kind of placement strategy that a node should adopt for a given level of 

tightness in the social group. 

 

Results have shown that altruism is a win-win virtue or behavior only in tight social 

groups (provided that the higher implementation complexity is not an issue): both the 

group’s benefit and individual’s benefits exceed those under a self-aware cooperative 

or a selfish behavior. As the tightness decreases altruistic nodes can be mistreated, 

while the self-aware cooperative strategy is always mistreatment-free (i.e., its access 

cost is always lower than that under the selfish strategy). Moreover, the cooperative 

strategy has a near-optimal performance and has a low implementation cost. Finally, 

in social groups made of foreigners (that is, tightness is extremely low), it turns out 

that being selfish is more beneficial, in terms that not much can be gained for the 

social group and individuals can only loose by not being selfish.  

 

This study has applications to social networks with interactions between computer 

devices with limited memory resources. These are typically encountered in mobile 

networks that are additionally ‘socially aware’, meaning that either nodes or their 

human users are aware of the formation of social groups and the potentiality of 

benefits from participation in such a group. 
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4 Content Placement and Dissemination in Opportunistic 

Networks. 

In this Section we focus on the problem of placing and replicating effectively massive 

content within an opportunistic networking environment by seeking to explore social 

structures and other behavioural properties that are increasingly present in such 

pervasive networks. We discuss strategies to autonomically disseminate content (i.e. 

to replicate or push content) at suitable nodes in the network, such that interested 

users can effectively receive data objects that they request (i.e. pull content), despite 

not always being connected to the original content holder through a stable multi-hop 

path. Furthermore, we aim to place or bring content close to (potentially) interested 

users ‘pro-actively’, and not in response to specific requests for it. 

4.1 Background 

As we move towards a predominately content-centric networked world it is evident 

that the (optimal) placement and dissemination of content within the network 

becomes increasingly critical, as it shapes both the communication costs and the 

achievable QoS.  This trend has been recently solidified and magnified as the amount 

of content possibly available in the emerging pervasive networks is steadily 

increasing due to the User-Generated Content trend.  Mobile devices/users are now 

typically capable of generating large amounts of content (most likely of low demand 

multimedia) that could be exchanged upon encountering with others. Managing and 

provisioning effectively this massive content in an environment where content is 

transported primarily through node encounters (as opposed to established multi-hop 

communication paths), presents new and significant challenges (as discussed in detail 

in D2.1).   

 

Mathematically speaking, the content placement problem is defined as solving the 

optimization of some cost function shaped by the distance to the content's location 

and the occurring demand load (i.e. the well studied k-median problem, where k=1). 

The objective is to identify the network nodes that will yield the minimum cost of 

content provision to the various users, residing at the rest of the network nodes.  To 

deal with the fact that this problem becomes even more demanding due to high 

dynamicity of the networking environments, we apply the method proposed in (P. Hui 
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et al., 2007) to form a static graph structure that will represent reasonably well the 

time-evolving attributes of such an environment. This graph consists of a set of nodes, 

standing for the network's users, while a link is added between a pair of them if the 

frequency or time of their encounters exceeds a pre-defined threshold. Through this 

graph representation some piece of social information is actually implied since the 

users being in touch for a substantial amount of time or frequency are likely to share 

some social interest or  to physically co-locate according to their social behavior.    

 

Given this mapping, the initial problem can be formulated as a typical facility location 

problem on a static graph that traditionally requires global topology and demand load 

information. Inevitably, this gives rise to scalability and adaptability to network 

changes and critical limitations.  

 

Information dissemination for dynamic, autonomic and opportunistic networks cannot 

typically rely on a stable and known topology, due to the autonomicity, dynamicity 

and (large) scale of the environment.  Consequently, such mechanisms very 

frequently resort to some kind of flooding or random wandering of an agent that 

disseminates content or a request for it (search). The former yields a fast network 

coverage (global dissemination) at very high overhead, while the latter yields a slow 

network coverage at much smaller overhead.  Due to the typically large scale of the 

environment and the resource limitations of the involved network nodes, the induced 

overhead is one major concern. A second major concern is the degree of willingness 

of the (autonomic) nodes to participate in the process, which is a social characteristic. 

Major research effort has been directed by the research community towards the design 

of variations (more or less) of these schemes to achieve higher efficiency, particularly 

by exploiting partial information or structure of the network. Some of such variations 

expose implicitly or explicitly a social dimension that is mainly manifested through 

the notion of cooperation of the nodes and sharing of the burden of the content 

dissemination task.  
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In addition to the above (social) dimension, information dissemination can be greatly 

enhanced in mobile opportunistic environment through more explicit consideration of 

social characteristics in the design of the content dissemination mechanism.  This 

way, interested users can automatically receive what they are looking for, despite not 

being always in the condition of connecting to content holders through a stable multi-

hop path. Definition of interest-based social communities, membership of nodes to 

social communities, time spent by the nodes within (locality-induced) social 

communities and other relevant characteristics  can be taken into consideration in 

shaping properly defined utility functions that can – in turn – be used to modulate the 

content dissemination process. 

4.2 Work  Undertaken 

The work concerning content placement and dissemination in a mobile opportunistic 

context has been carried by both partners CNR and NKUA  in support of task T3.3 for 

the definition of dynamic content management schemes.  

 

The work on content placement contains two threads of work. The first one, pursued 

by NKUA (K. Oikonomou, I. Stavrakakis, 2010c, see Appendix C), seeks to explore 

how strictly local information (collected by the node hosting the content) can be 

exploited to trigger a content migration trajectory that will seek to bring (or place) the 

content in an optimal position. The strict locality of the information in this work is its 

main advantage, in comparison with the work in (G. Smaragdakis  et al., 2010),  at the 

cost of a dependence of the convergence (or not) of the migration path on the 

properties of the underlying network graph.  Social characteristics of the users are not 

explicitly incorporated in this work that is only partially supported by this project. As 

the mapping of the mobile opportunistic network encounters and the social groupings 

progress into more well justified and better identified graphs (of social links). This 

work could then become readily applicable to migrating efficiently content over such 

(social-link-based) graphs. 

 

The second thread of work on content placement contains two parts. The first part 

contains earlier work pursued by NKUA that was completed recently with minor 

project involvement (G. Smaragdakis  et al., 2010),  that also served as a foundation 

for related work fully pursued in the context of this project (see second part). This 
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work provides for a scalable (based on local neighborhood content demand and 

network topology information) approach to the global k-median optimization 

problem.  It iteratively solves the problem by selecting a subgraph around the current 

node hosting the content, where a small-scale optimization takes place, instead of a 

global and costly one. 

 

The second part of this second thread of work on content placement was pursued 

jointly by NKUA and CNR (P. Pantazopoulos et al., 2010, see Appendix D) and 

brings explicitly a social dimension into the problem of placing a single replica of 

content in a social networking environment by quantifying a node's ‘social 

significance’ regarding its role in leveraging information provision paths among 

others. In this work the placement and the migration of content are influenced by the 

social groups and their underlying structures, with particular emphasis on the mobility 

of the nodes in the network. The nodes singled out to take part in the spatially 

restricted optimization are those that exhibit the higher values of a new metric -  

called conditional betweenness centrality (CBC) - based on the well-known in social 

studies betweenness centrality index, expressing the notion that a node is more central 

if it is traversed by a larger number of (shortest) paths linking all available pairs. This 

innovative metric is introduced in order to capture a node's social significance with 

respect to the one hosting the content; in other words a node's ability to control, due to 

its position among others, the flow of information towards a specific target-node (the 

node currently hosting the content). With each iteration's small (and local to the host) 

subset of ‘significant’ nodes at hand, we solve a sequence of small-scale 

optimizations that result in the content migrating to nodes that are increasingly 

‘socially significant’, while following a cost-reducing path towards the optimal (or 

near-optimal) location.  Using simulation we evaluated the proposed solution against 

the (non-scalable) one derived by assuming global topology and demand load 

information. The effectiveness of our approach clearly depends on the size of the 

selected subgraph; it typically coincides or is very close to the optimal location when 

this subgraph is relatively large (small reduction to the original complexity) but it 

remains close to the optimal solution even for very small subgraphs. The latter case is 
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further explored by introducing a modified demand mapping concept, according to 

which not only are the nodes selected for inclusion in the subgraph based on their 

CBC value but their contribution to the solution of the formed optimization problem 

is also determined by their CBC value. The latter may be justified by the fact that the  

CBC value may be viewed as an indicator of the demand load going through and, 

thus, coming from this node. A notable improvement of our algorithm's performance, 

even when using a very limited sized subgraph, is achieved.  

 

The work on content dissemination also contains two threads. The first one was 

carried out by NKUA and considers how traditional (typically topology-unaware) 

information dissemination schemes – such as flooding and random-walk-based) can 

be affected (or be optimized) by the degree of participation of the nodes.  Recently 

completed work on content dissemination through multiple agents (commissioned at 

different time instances of the process) pursuing a Random Walk in the network (K. 

Oikonomou, et al, 2010a) shows how the willingness of network nodes to participate 

in the content dissemination process, not only helps reduce the burden on the initial 

agent, but it results in a smaller cumulative burden of the multiple agents involved, 

for a targeted level of dissemination. That is, sharing of the burden also results in its 

reduction, or the social cost under multiple agents is smaller than the cost to the single 

agent. The recently completed work on probabilistic flooding (K. Oikonomou, et al, 

2010b, see Appendix E) derives the minimum level of involvement of the network 

nodes in a content dissemination process (controlled flooding) so that a full network 

coverage (or a given level of it) is achieved with high probability. In a fully 

cooperative environment this result dictates how widely each node should disseminate 

the content (determined by the forwarding probability), so that the global network 

resource consumption is reduced while achieving a desired level of coverage. Or 

reading this from a different angle, it determines the minimum level of cooperation 

degree of the nodes (i.e., minimum value of the forwarding probability) that is 

necessary to achieve a certain level of coverage with high probability. The 

aforementioned two works have been carried out in the context of a broader study and 

were only partially supported by this project.   

 

The second thread of work on content dissemination was carried out by CNR and 

focuses specifically on social mobility issues and opportunistic scenarios. Here the 
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utility of an object (or a piece of content) for a single node depends essentially on its 

movement and the corresponding locations it has visited. Note that the use of 

pervasive mobile scenarios adds adaptive features to the mechanisms used for the 

provision of content. In order to be effective, protocols must take into notice variable 

and mutable factors, such as the frequency and type of social contacts within the 

mobile environment. Along these lines, the ContentPlace system, fully described in 

(C. Boldrini et al. 2008a), (C. Boldrini et al. 2008b), (C. Boldrini et al. 2008c), (C. 

Boldrini et al. 2009), investigates content dissemination strategies that look at the 

advantage of exploiting information about social relationships among users in the 

dissemination process. For the reader convenience, the work in (C. Boldrini et al. 

2009) and (C. Boldrini et al. 2008a) are reported as Appendices F and G respectively. 

ContentPlace assumes that users belong to social communities, and it autonomically 

learns the time spent by the users in each community, which types of data objects 

users of each communities are interested into, and how spread in the communities the 

data objects are. This information is used to evaluate the utility of each encountered 

data object. More specifically, each node, upon making contact with another peer, 

evaluates the utility of the data objects the peer is carrying with. Assuming that the 

buffer space devoted to the dissemination process is limited, the node selects which 

data objects to fetch from the peer, in order to maximise the total utility of the data 

objects in its own buffer. Therefore, the data dissemination process is driven by the 

interests and social behaviour of the users, and just requires local interactions between 

nodes that happen to come in contact. Emphasis is given to the fact that nodes that 

frequently visit different communities can act as ‘bridges’ in order to store and 

forward resources related to types of interests useful for all of them. Finally, the work 

also suggests further model enhancements that will allow to information 

dissemination through multi-hops social paths. 

 

5 Intelligent Pushing Based on Similarity of Interests 

A fundamental issue in opportunistic and mobile peer-to-peer networks is the way in 

which content can be provided to users. Specifically, the lack of end-to-end 
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connectivity between devices means that a user pulling desired content from its 

source on demand is prohibited. To overcome this it is necessary to develop 

mechanisms that enable content to be intelligently pushed to users who may desire it. 

This has been the basis for substantial preliminary investigation. In contrast to Section 

3 and 4, here we consider a pure push model, where users do not request specific 

individual data objects, but instead receive content without request based on an 

explicit or inferred subscription to (virtual) content channels. Furthermore, the 

proposed scenarios deals with issues such the dynamic generation and discovery of 

new content so that a node may receive valuable pieces of content whithout a priori 

knowledge of their existence. 

5.1 Background 

Peer-to-peer networks on the Internet are an example of how can be stored and shared 

without a centralized server. Opportunistic networking means that these mobile 

devices can easily connect in a transient way, facilitating ‘mobile peer-to-peer 

networking’ (MP2P) where data can be shared and stored between peers. This 

paradigm has been used for resource discovery in mobile ad-hoc networks. The most 

common resource discovery approaches use meta-data about resources to disseminate 

through the mobile network using ‘reactive’, e.g. query-response, pull, and ‘proactive’ 

protocols, e.g. broadcasting, push (V. Z. C. Doulkeridis and and M. Vazirgiannis, 

2005).  

 

(A. Datta et al., 2004) proposes a purely proactive dissemination scheme, called 

‘autonomous gossiping’, in which mobile entities do not have to search for resources 

but obtain them directly through the application of pushing protocols. Here it is the 

data itself that identifies suitable nodes based on resource descriptions and the mobile 

node's advertised profiles. In (S. K. Goel et al., 2002) resources are disseminated 

directly and no queries are allowed. Here nodes cache and forward through the 

network suitable size fragments of the individual resources. 

 

Social MP2P networking attempts to use the MP2P concept for multi-hop 

communication using a ‘social structure’ between devices. This approach has been 

initially introduced in P2P platforms such as 7DS (seven degrees of separation) (M. 

Papadopouli and H. Schulzrinne, 2001) and PeopleNet (M. Motani et al., 2005) 



Deliverable D3.2: Adaptive Situated Content Provision 

 
(which, however, still include some form of infrastructure and centralized search 

engines). More recently social networks have been successfully used in a purely 

mobile context. (C. Boldrini et al., 2009) proposes a social-oriented framework for 

data dissemination in resource constrained opportunistic networks.  

 

Other works apply social networking to the development of file sharing systems (see 

(H. Zhang and H. Shen, 2009). In all of these works, social links between mobile 

entities are used to form communities that are introduced in order to investigate their 

impact on both the node's mobility and the routing of information about resources. 

We note that to date there has been very little in the way of proposed applications for 

MP2P scenarios. Currently most of the suggestions have focussed on geo-spatial 

applications such as obtaining information in a particular context (e.g., (T. Zhong, 

2008) or for commercial purposes (O. Wolfson et al., 2004)). A further area of 

research has focussed on data delivery issues, such as using social structures to reach 

intended recipients (e.g., (C. Boldrini et l., 2007). Our interest in this area has 

concerned enabling nodes (devices) to determine who they should push to based on 

what content they have and who they know as ‘friends’ on the basis of the frequency 

of their interactions.  

5.2 Work Undertaken 

To investigate this we have developed a model of a future application scenario in 

which users can distribute their content by opportunistically pushing it to local users. 

This work has been carried out by partner CU in support of task T3.4 concerning the 

adaptation of information push and how the notion of social networking make this 

processes highly efficient and integrated. The resultant work is summarized in 

Appendix H. Here a new potential social communication phenomenon is considered: 

social micro-blogging without the Internet. Social micro-blogs (called utterances) are 

assumed to be generated on mobile devices and shared between peers using direct 

wireless transmission rather than using any network infrastructure. This combines two 

emerging issues: opportunistic networking architectures are making it possible to 
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store, carry and forward such content while trends in social media and self expression 

such as micro-blogging have become increasingly popular.  

 

We introduce a community-based approach that allows content to be pushed to those 

who can derive utility from it. A utility function is introduced as a measure of the 

satisfaction (valuability) that an utterance has for a specific node. This considers not 

only its content (e.g interest, location) but also a time dimension introduced by the 

temporality of the utterance itself.  We explore the robustness and performance of this 

approach, which builds social networks through which relevant content can be pushed 

using epidemic-inspired mechanisms. Consistently to (E. Jaho and  I. Stavrakakis, 

2010) this work is based on the similarity of interests since it assumes a full 

knowledge of the interest profile of a node’s neighbours (i.e., the nodes who are 

‘familiar’ with a specific one). The simulations developed analyze the dissemination 

of resources of very limited size (micro-blogs) among nodes moving freely in a 

mobile environment.  

 

The proposed model emphasizes mobility issues since the nodes only move and meet 

in a opportunistic fashion in the network (i.e some nodes would never meet and they 

can only use other nodes to share opportunistically information about their interest 

profiles). Social groups are bases in the first instance on familiarity, i.e. number of 

contacts occurring between pairs of nodes.  

 

To facilitate intelligence and learning, the knowledge about the preferences of 

interests is exchanged and stored among all of the neighbours belonging to a node’s 

social group. In addition we consider that the knowledge of neighbours interests can 

be forwarded for more than one hop away and so goes beyond the simple physical 

contact implied by the opportunistic scenario. This is obtained by exchanging not only 

the single node’s own interest but also by collecting and forwarding (by the use of a 

pure ‘push’ protocol) some ‘aggregate’ knowledge of the interests profiles of its 

neighbours. Note that this can be interpreted as a further form of altruism.  

6 Adaptive Trust and Altruism based on Similarity 

Pervasive environments are both influenced by and need to be designed for 
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adaptation. Underpinning these activities are the needs to facilitate trust and altruism 

between parties for content exchange and provision. 

Sections 3 to 5 have demonstrated how cooperative and altruistic behaviors can 

reduce significantly the communication costs for accessing and disseminating content. 

This leads to the organization of nodes in social communities in which nodes share 

knowledge about location and quality of the data carried.  Furthermore, it has been 

shown how this beneficial effect increases when these social relationships are formed 

among nodes having similar characteristics (i.e. ‘commonality of interests’). 

In this Section we explore how these socially inspired behaviours (see also Section 2) 

can be transferred to quantitative protocols that are naturally incentivized 

6.1 Background 

The study of the conditions under which one party will act on behalf of another, such 

as in providing content, has been of major interest in many different fields, such as 

sociology, economics, and psychology. More recently, this has become of relevance 

to wide-ranging distributed electronic systems where decentralisation is present, such 

as in peer-to-peer overlay networks, ad-hoc networks and opportunistic networks. 

Precisely why an entity should adapt its selfish behaviour and act altruistically for 

another party is under scrutiny, and social forces frequently underpin these 

mechanisms. A classical scenario modelling this problem is the Prisoner's Dilemma 

game, where the rational optimal strategy for an individual is to defect rather than 

cooperate irrespective of the other player's strategy (R. Axelrod, 1984). This results in 

a ‘socially irrational’ outcome where uncooperative nodes gain at the expense of 

cooperative nodes, for example through receiving but not giving during interactions. 

This limits the overall functionality of a system and may ultimately lead to its demise.  

The purpose of trust and reputation models are to provide incentives for cooperative 

behaviour while penalising or limiting the opportunities for defection. 

 

Several authors have investigated the importance of trust and reputation models to 

incentivise cooperation within groups of individuals. It is widely recognised that any 
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kind of uncooperative behaviour can produce benefits only to the selfish individuals, 

while penalising the most altruistic components of the community. This phenomenon 

is known as the ‘tragedy of the commons’ and has been of major relevance  (G. 

Hardin, 1968). Overall social benefit is reached only when selfish behaviour is 

restricted to a small minority. This has been the focus of many works in different 

subjects, which include sociological research on social interactions (D. Nettle, and R. 

Dunbar, 1997, R. Riolo et al., 2001) as well as electronic applications for e-commerce 

(B Yu, and M. Singh, 2000) and internet based resource sharing  (M. Feldman et al., 

2004,  Y, Wang, and J. Vassileva, 2003, D.  Hales, and B. Edmonds, 2005). 

  

Although diverse, a common theme in much existing work concerns reducing and 

isolating any form of selfish or uncooperative behaviour. An important concept is that 

of  ‘reciprocity’, indicating the propensity for a node's actions to be returned in future. 

Work on reciprocity dates back to Trivers (R. Trivers, 1971) and since then it has 

been as fundamental importance in many other sociological studies on social 

dilemmas and agent based modelling (M. Macy, and R. Willer, 2002, J. Sabater, and 

C. Sierra, 2002). This is also at the basis of the so-called `tit-for-tat' strategy, which is 

a highly effective strategy in game theory for the iterated Prisoner's Dilemma (R. 

Axelrod, 1984). 

 

Two main types of reciprocity can be considered: direct reciprocity, which constitutes 

mutual exchange between two parties and indirect reciprocity where reciprocation of 

an action may arise from any party in the society. In this work our focus concerns 

direct reciprocation, which is naturally disposed to scenarios involving opportunistic 

interactions and sharing of data and knowledge. Reciprocity has been identified as 

one of the most important factors which lead human societies to self-organise into 

social groups (M. Macy, and R. Willer, 2002) and it plays a major role in the selection 

of neighbours with whom to interact (V. Buskens and J. Weesie, 2000) as well as in 

response mechanisms such as ‘non-forgiving’ strategies (D. Nettle, and R. Dunbar, 

1997). 

6.2 Work Undertaken 

Work in this area has been undertaken by partner CU, leading to substantial 

publication as provided in Appendix I. In particular this document refers to its 
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Sections 1 to 4 whereas the remaining Section 5, about the dynamic adaptation of 

cooperative behaviours, will be considered in detail in the following deliverable D3.3. 

 

This research is carried out to fulfil task T3.2 for the exploration of social 

enforcement and incentive mechanisms to avoid exploitation and mistreatment of 

nodes. The topic is also related to task T3.4 about testing the system in presence of 

distrust or partially trusted entities.  

 

In this paper we propose a model that uses social networks in order to encourage and 

incentivize cooperation. The model includes both interaction and behaviour dynamics, 

where individuals have some choice with whom to interact and how to act (e.g., 

whether or not to enter into a transaction with a third party).  

 

The proposed approach is driven by an individual's own selfish behaviour in forming 

relationships and its direct observation of others. These aspects enable an individual 

to form and maintain relations with a group of nodes with whom they trust based on a 

degree of self-similarity. The result is a dynamic social network that assumes parties 

seek to directly reciprocate and is intended for scenarios where nodes have and 

opportunity to learn and adapt based on their own observations. 

 
As a result we establish that cooperation can be incentivized using social relationships 

between individuals, where the relationships are based on trust built up based on a 

history of interactions. This turns local selfish behaviour into a system which 

produces greater utility for greater levels of cooperation. Our model has been based 

on application of the iterated Prisoner's Dilemma game and trust is based on direct 

experience, which in turn is used to build social structures. The model does not 

consider any form of third party reputation, which reduces the opportunities for lying 

and misreporting of information from the other members of the community.  

 

Behavioural dynamics and interaction dynamics are both taken into account since 

nodes choose with whom to interact and are may refuse to play when asked. The 

results of a series of test problem show the positive effect of nodes seeking to create 
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mutual relationships with others at least as cooperative as themselves. This idea 

together with that of prioritising interaction within social structures produces the 

highest benefits for the most cooperative behaviours while the performance of 

uncooperative nodes is heavily penalised.  Further experiments have been conducted 

to test the robustness of the system when only fractions (considered in different 

proportion) of the most cooperative nodes adhere to the proposed cooperative model. 

 

Finally, another group of simulations were performed by modifying the application of 

the Iterated Prisoner Dilemma game by modeling the utility and cost contained in its 

original payoff matrix according to the ‘similarity of interests’ described in Section 

3.2. A degradation in the performance was then observed the more the social groups 

in the network becomes dissimilar from each other in terms of interest profiles. 

7 Security and Trust 

This section concerns the definition of security and trust mechanisms in pervasive 

social environments. In all of the scenarios simulated in Sections 3 to 5 privacy 

becomes an issue of major concern, because of the way the context of the nodes is 

disseminated throughout the mobile network.  

7.1  Background 

Autonomic and opportunistic scenarios require frequent content sharing. Privacy is a 

major concern for protocols for acceptance of pervasive networks, because of their 

inherent characteristics (L. Lilien et al., 2006, L. Opyrchal, 2007). For example, a 

node would agree on sharing all or part of his context information with his social 

friends, but he would certainly be reluctant to see his context accessible to untrusted 

nodes. Furthermore, forwarding decisions are directly taken over the content of the 

packet but content publishers or receivers may not wish to reveal this content to some 

intermediate nodes whose only task is forwarding.  

 

Parties cooperating in hostile networked environments often need to establish an 

initial trust. Trust establishment can be very delicate when involves the exchange of 

sensitive information, such as affiliation to a secret society or to an intelligence 

agency. Two mechanisms, Secret Handshakes and Matchmaking protocols, have 

originally tackled this problem, coming up with solutions for secure initial exchange 
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between mistrusting principals (D. Balfanz et al., 2003, R. W. Baldwin and W. C. 

Gramlich, 1985). The importance of this topic is evidenced by the number of recent 

publications on the subject that have proposed  several variations of the above 

mentioned protocols (G. Ateniese et al, 2007, S. Jarecki et al., 2008, J. S. Shin and V. 

D. Gligor, 2007) 

 

A problem which is particularly significant among social networks consists in 

identifying theft and identity spoofing. The principal issue is that there is usually little 

or no validation that a person that joins the social network is really who claims to be. 

This shortcoming needs to be combined with a second one: social network users base 

the decision on whether to accept a friendship request on name, pictures and 

fragments of text, information that is often easily retrievable from elsewhere on the 

internet. It is therefore relatively simple (L. Bilge, 2009) for an attacker to set-up a 

fake profile, pretending to be somebody else, and then convince other users to accept 

friendship request, consequently sharing their private information with the attacker.  

7.2  Work Undertaken 

The work undertaken in support of task T3.5 has been carried out by EUR. This 

focuses on providing security key strategies that are adaptive to dynamic social 

network, environments. In this deliverable the definition of these management 

schemes takes into account the results of the work undertaken in tasks T3.4 about 

trust establishment protocols for social networks, whose results are shown in Section 

6. Note that these techniques concerning trust and security are necessary requirements 

for the placement and dissemination of content described in Sections 3 to 5. 
 

A Secret Handshake is a mechanism devised for two users to simultaneously prove to 

each other possession of a property, for instance membership to a certain group. The 

ability to prove and verify possession is strictly controlled by a certification authority, 

that issues proper credentials and matching references respectively. In the context of 

socially inspired networks, a secret handshake is required when a user needs to verify 

if another user share the same ‘social characteristic’ or not, in order to determine if 
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these two users can establish a secure communication channel. However, having one 

property in common does not give the right to users to discover unshared properties. 

(A. Sorniotti and R. Molva, 2009) presents the first Secret Handshake scheme that 

allows dynamic matching of properties under stringent security requirements and that 

is based on the use of bilinear maps. This paper can be found in Appendix L. 

 

(A. Shikfa et al., 2009a) tackles the conflict between trust and privacy in the context 

of content based applications and defines three privacy models based on different 

trust degrees. The last privacy model requires a node to reveal only common 

properties to another communicating node; other characteristics are not revealed at 

all. (A. Shikfa et al., 2009a) can be found in Appendix M.  Since advertisements and 

published content are forwarded through intermediate nodes that are not necessarily 

trusted, security has to be enforced with several operations. Indeed, receiver 

advertisements and published content have to be encrypted to enforce privacy. Hence, 

nodes require mechanisms that allow them to take content based forwarding decisions 

without accessing the content in clear. This work also identifies two main security  

primitives based on a node’s forwarding table in order to deal with the confidentiality 

of both advertisements (secure setup of forwarding table) and the content itself 

(secure look-up). (A. Shikfa et al., 2009b) presents a complete privacy preserving 

context based forwarding mechanism dedicated for the third privacy model where 

nodes do not trust each other. This mechanism is based on two refinements of 

identity-based encryption, namely searchable encryption and policy-based encryption. 

8 Conclusion 

In this deliverable we have show how cooperation and trust ideas can be transferred 

from behavioural science to quantitative protocols that can be successfully applied to 

content placement and dissemination scenarios for mobile opportunistic networks. 

Nodes appear able to improve their performance when organized into social structures 

in order to establish cooperative strategies with their ‘friends’. Social relationships are 

not only based on levels of trust but also on other aspects typical of mobile pervasive 

environments, such as the frequency of interaction between pairs of nodes.. 
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Situated content provision has been investigated from the viewpoint of replication, 

generalization of pulling and introduction of pushing protocols using these social 

structures. An important concept is that of ‘similarity’ so that nodes optimize their 

outcomes when they place their social links with others sharing particular 

characteristics.  

 

For example, placement, replication and dissemination of content are more effective 

when nodes form social communities on the basis of ‘similarity of interests’. In a 

simulation of a file-sharing scenario based on the game theory, cooperative nodes 

prevent their exploitation by defective ones by organizing into social groups of 

‘similar behaviour’ (i.e. similar cooperation level). 

  

Finally we have looked at specific ‘enablers’ that can encourage and incentivize 

cooperation and altruism in the system. In particular we have proposed a trust model 

based on the direct observation of the history of the past encounters between peers 

and introduced innovative security schemes and privacy preserving mechanisms 

specifically defined for context based forwarding environments. 

 

The findings of this research will influence the development of the social networking 

layer, which represents the integration of the paradigm and will be undertaken in 

D4.2. This will be undertaken in period three of the project, taking into account D3.3 

concerning adaption and trust issues. 
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Abstract

Encouraging and enforcing trust and cooperation between devices are
fundamental requirements for the efficient operation of pervasive networks.
Drawing inspiration from recent advances in behavioural science, in this pa-
per we demonstrate how an understanding of the nature of human interac-
tions can be successfully embedded in protocols for pervasive communications
networks. Specifically, we consider how trust relationships can be extracted
from online social networks, and show how similarity of interests and be-
haviour affect cooperation strategies for content sharing.

Keywords: Cooperation, Trust, Social networks

1. Introduction

Many emerging systems for communication and content provision are
based around decentralised, self-organising pervasive networks of autonomous
nodes. Examples include mobile ad-hoc networks (MANETs) [1], where in-
termediate nodes between source and destination are required to forward
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packets to enable communication. Opportunistic networks [2] take this para-
digm a stage further, by also utilising the mobility of nodes to carry data.
Mobile peer-to-peer (MP2P) networks [3] enable content to be distributed
within a mobile population using a combination of techniques from P2P net-
works and MANETs. All of these scenarios depend heavily on high levels of
cooperation from individual nodes in order to function effectively. However,
this usually incurs some cost to individual cooperating devices, for exam-
ple, the reduced battery life from unnecessary communications, or increased
storage and cpu usage from process and caching content. As such, without
intervention, a rational, selfish node has no incentive to cooperate, leading
to a social dilemma where the socially optimal outcome (maximising the
combined utility of all members) can not be achieved through individually
optimal strategies (that maximise ones own utility).

Such social dilemmas occur naturally in everyday social relationships [4].
During the course of human evolution natural selection has favoured a range
of biological and psychological mechanisms that effectively deal with the is-
sues of cooperation and trust that these dilemmas raise. It therefore seems
natural to consider these mechanisms when developing autonomous electronic
networks. In this paper we demonstrate how an understanding of trust and
cooperation from a behavioural science perspective (summarised in Section 2)
can be used to inspire techniques to encourage cooperation and balance trust
and privacy in pervasive networks. Section 3 considers techniques to encour-
age cooperation in content sharing networks based on the identification of
groups of “similar” individuals. Any identification of related groups will re-
quire an exchange of information, and Section 4 explores the implications on
privacy and trust that result.

2. Trust and cooperation: a behavioural science perspective

In the behavioural sciences, trust refers to the tendency to cooperate
with others in the face of uncertainty about whether that cooperation will
be reciprocated [5]. Recent research suggests that this ability is part of a suite
of psychological mechanisms that evolved in humans as means of facilitating
social exchange. Here we review the problems involved in exchange, and
explain how trust helps to solve them.

Life affords many situations in which one individual can provide a large
benefit to another at a small cost to itself. Perhaps foregoing the last mouth-
ful of food can save another from starvation, or emitting a warning call alerts
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another to the approach of a deadly predator. Examples of altruism abound
in nature, but it has been difficult for evolutionary theory to explain how
natural selection could favour such tendencies. Other things being equal,
selfish types (that take the benefit of others’ altruism without paying the
cost) will always have an advantage over altruistic types. However, in recent
years, evolutionary theorists have provided several explanations.

One explanation is kin selection [6]. Genes for altruism will be selected
if they aid copies of themselves that happen to reside in other individuals –
that is, in genetic relatives. This theory predicts that, under some circum-
stances, individuals will be equipped by natural selection with mechanisms
that detect, and deliver benefits to, members of their family. This theory
explains the majority of altruism in nature, and has been used to illuminate
the psychology of parental care and family structure in humans [7, 8, 9].

A second explanation is reciprocal altruism, or social exchange [10, 11].
Genes for altruism will be selected if the benefits that they provide are con-
tingent upon receiving benefits in return. Perhaps I will give you some of my
surplus apples, if you will give me some of your surplus oranges; or, I will
help you when you are injured, if you will help me when I am injured in the
future. Both parties stand to gain from such exchanges by paying a small
cost and receiving a larger benefit in return.

However, an obstacle to this kind of cooperation is that, although both
individuals profit from the exchange, an individual can profit even more
by taking the benefit of cooperation without paying the cost – that is, by
cheating. Thus, when the exchange of benefits cannot be confirmed – as is
the case when they are exchanged at different times – cooperators expose
themselves to the risk of being exploited. Hence they are uncertain about
how much they can trust others.

In game theory, situations of this kind are modeled as prisoner’s dilemmas.
Analyses show that in a world where individuals meet only once, cheating is
always the best strategy, trust cannot evolve, and the fruits of cooperation
remain forever out of reach. However, in a world where individuals meet
repeatedly, the immediate benefits of cheating can be outweighed by the
long-term benefits of cooperation, and a strategy of conditional cooperation
– that begins interactions with a cooperative move, and then does whatever
the other players does in subsequent rounds – can initiate and maintain
cooperation, avoid exploitation by cheats, and thereby realise the rewards of
cooperation [12].

Humans evolved in a world where repeated face-to-face interactions were
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a recurrent feature of social life [13]; and this, combined with the economics
of hunting, seems to have created the conditions and provided the impetus
for the evolution of psychological mechanisms that implement a strategy of
conditional cooperation.

These mechanisms are expected to be able to: identify profitable social
exchanges (based on the ratio of costs to benefits, the chances of meeting
again, and the delay in receiving the return benefit) [14]; to initiate coop-
eration at the relatively high-levels appropriate to the social environment in
which they evolved [15]; to alter behaviour depending on the past perfor-
mance of one’s partner, his reputation, or information regarding his future
intentions [16]; and to identify and punish cheats [17].

These theoretical expectations are consistent with findings from experi-
mental games, in which individuals – playing for real money – decide whether
and how much to trust others [18]. For example, it has been found that:
individuals who place a higher value on future rewards are more likely to
initiate cooperation [19, 20]; contrary to standard economic assumptions of
selfishness, individuals trust others, and reciprocate trust, even in one-shot
games [21]; individuals are more likely to trust others that are smiling, or
are portrayed by smiling emoticons [22, 23]; individuals are more likely to
cooperate with others when they are known to them [24], or are made to feel
as if they are being watched (by the strategic placement of eyespots) [25, 26];
and individuals are more likely to cooperate when there is the option to pun-
ish cheats, and will even pay money to punish them [27]. (For alternative
interpretations of these results, compare [28], and [29].)

Intriguingly, it has also been shown that the decision to trust is mediated –
and can be experimentally manipulated – by the hormone oxytocin [30]. This
evolutionarily-ancient and widely-conserved hormone leads female mammals
to ‘let down their guard’ and allow others to approach for the purposes of
copulation and the suckling of young [31]. It appears that this system –
originally designed to facilitate mating, and then modified for the purposes
of kin altruism – has now been pressed into the service of reciprocal altruism.
It leads individuals to let down their guard when cooperating, and thus make
themselves vulnerable to possible exploitation, in pursuit of the potential
benefits of reciprocity. Genetic variation in levels of oxytocin in humans may
help to explain why the decision to trust (and reciprocate) in experimental
games is partly heritable [32].

The modern world provides opportunities for cooperation on an evolution-
arily unprecedented scale; fortunately, we seem to be pre-equipped to take
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advantage of them. Our tendency to trust may be designed for the Stone
Age, and be based on assumptions that no longer hold; but, under the right
circumstances, this tendency can become a self-fulfilling prophecy. An act
of trust that may appear over-optimistic can nevertheless trigger reciprocity
in its recipient, thereby unlocking cycles of mutually-beneficial cooperation.
As we learn more about the psychology of trust, the challenge will be to
design trust-enhancing structures and institutions that mesh better with our
evolved intuitions, and thereby support cooperation at ever higher levels.

3. Cooperation and similarity

In this section we consider the need for cooperation in pervasive networks.
As noted in Section 2, humans in social networks exhibit certain psychological
mechanisms that aid conditional cooperation. The techniques here focus
on two of these – namely the identification of exchanges that are expected
to be profitable (based on similarity of interests), and the ability to base
future behaviour on past performance of a partner (based on similarity of
behaviour).

3.1. Cooperation based on similarity of interest

We firstly focus on the problem of content placement in social network
nodes, which have limited memory capacity. We formulate a mathematical
model, by means of which we show that substantial benefit can be achieved if
nodes with similar interest cooperate in the distributed placement of content.

We consider a group of nodes with certain probability distributions of
preferences for some objects, i.e., files, software, etc. Each node can store
objects in a limited local memory, which can be retrieved when desired at a
minimum cost tl. If the nodes do not possess a desired object, they have the
options of either fetching it from another node in the group at some low to
medium communication cost tr or, if not available in the group, from a node
outside the group at a high cost ts (tl < tr < ts).

Let Pn denote the placement of node n (n = 1, ..., N), defined to be the
set of objects stored in this node. We define the global object placement as
P = {P1, P2, ..., PN}, and let P−n denote the set that contains the placements
of all nodes in the group except for node n. Given a global object placement
P , the mean access cost per unit time for node n is given by:

Cn(P ) =
∑

m∈Pn

F n
mtl +

∑
m/∈Pn,
m∈P−n

F n
mtr +

∑
m/∈Pn,
m/∈P−n

F n
mts , (1)
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where F n is the distribution of node n over the preferences. F n
m can be viewed

as the request rate of node n for object m, (m = 1, ...,M). All objects are
assumed to be unit-sized.

Since nodes have limited capacity, it is important that they decide cor-
rectly which objects to store. We investigate the performance of two diverse
classes of content storage strategies relative to the social interests of nodes
in a group: the selfish and the self-aware cooperative ones.

In the selfish strategy, each node tries to minimize their access cost with-
out considering other nodes’ placements. Each node simply stores its most
wanted objects, in order of decreasing request rates. This strategy has the
lowest implementation cost, since there are no communication costs.

In the self-aware cooperative strategy, each node n tries to minimize
its access cost Cn(P ) as given by (1), while taking into account other node
placements. The strategy is so-called “mistreatment-free” [33, 34], in the
sense that it results in a distributed object placement algorithm, where the
access cost for each and every node is at least (and typically much lower than)
that induced under the selfish strategy [33]. We say a node is cooperative
when it communicates the list of the objects in its memory to other nodes.
A node can take advantage of other node placements, in order to further
minimize its access cost. For instance, a node may decide to replace a highly
requested object that exists in many other nodes in the group by a less
requested one, if this incurs an access cost decrease. The implementation
of the self-aware cooperative strategy requires the exchange of some limited
information among nodes in the group (indices of content stored locally).

We are interested in examining the performance of each strategy relative
to the similarity of nodes’ preferences. In order to measure similarity, we
define a new metric that we call tightness, which is based on the Kullback-
Leibler distance between distributions of the social interests of nodes. The
Kullback-Leibler (K-L) divergence of distribution Q from S is defined as [35]:

DS,Q =
∑

i

S(i)log
S(i)

Q(i)
.

This is not a measure of distance, since DS,Q 6= DQ,S. In order to have a
distance measure, symmetrized divergence is defined as:

DS,Q = DQ,S = DS,Q +DQ,S.

Hence, we denote DF i,F j as the distance between preference distribution of
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nodes i and j. It can be shown that the K-L distance is always non-negative,
i.e., DF i,F j ≥ 0.

The average distance between two random nodes is:

D̂F =

∑
(i,j)DF i,F j

N(N − 1)/2
, (2)

where the sum above is over all N(N − 1)/2 pairs (i, j) of nodes. Finally, we
define tightness as:

T =
1

D̂F

. (3)

We have studied cases with different preference distributions of nodes for
objects. In the results shown here, the request rates F n

m of node n over the
preferences m = 1, 2, ...,M are drawn from a Zipf distribution with a different
exponent s for each node. We consider that Node 1 has uniform preference
distribution, i.e., s = 0 for this node. Then, for node n, n = 2, 3..., N , s is
increased by p(n−1), where p ∈ R is the increment parameter. For example,
when p = 0.2, s = 0.2 for Node 2, s = 0.4 for Node 3, and so on. The request
rate of node n for object m is given by:

F n
m = f(m; s,M) =

1/ms∑M
k=1 1/ks

.

A preference ranking for the M objects is installed by this distribution, which
are accordingly ordered as [1, 2, ...,M ], and is the same for all nodes. As
s increases, a node’s distribution becomes more concentrated in the first
objects, which get requested at a higher rate.

In Figure 1, we depict the relative improvement (%) in the total access
cost of the self-aware cooperative strategy against the selfish one for different
values of tightness. In the results for the self-aware cooperative strategy,
all nodes initially store their most requested objects, and then take turns
to update their content placements (in increasing order of node IDs). We
calculate the access cost of each after all nodes have updated their content.
We have considered N = 5 nodes and M = 50 objects. Each node has a
capacity to hold 10 objects. Finally, we set the relative costs of access as
tl = 0, tr = 10 and ts = 20 cost units.

Typically, tightness assumes small values and increases abruptly towards
infinity for nodes having the same preferences. We notice that the gain of
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Figure 1: Relative improvement (%) of cooperative vs. selfish for different values of
tightness

the self-aware cooperative strategy over the selfish one increases as tightness
increases. The gain reached up to 50% for infinite tightness (i.e., when nodes
have exactly the same preferences). Therefore, we deduce that significant
gains can be acquired by applying the self-aware cooperative strategy for
content sharing between nodes having similar interests. On the other hand,
when a group is comprised of nodes with low similarity, there is little benefit
to be obtained by applying a self-aware cooperative strategy, and the low-cost
selfish strategy can also be applied.

In the context of a social network, these conclusions can be interpreted as
follows. Within a social group, nodes are inherently assumed to have similar
interests, which implies that cooperation between nodes for content exchange
can be highly beneficial. However, nodes from different social groups have
smaller benefits and therefore less interest in cooperation.

3.2. Cooperation based on behavioural similarity

Here we investigate mechanisms to encourage and incentivise cooperation
amongst groups with distinct interests, based on analysis of the historical
interactions with different partners. Again, the model we consider consists
of a number of individual parties or nodes that seek to gain utility by sharing
and acquiring content through pairwise interactions, however we now model
the utility they receive from received content through a more abstract notion
of utility. Each node vi is defined by the probability vcoop

i that they cooperate
in a single interaction, and a profile of their interests reflecting the utility
they gain from content received. As before, F v

m denotes the relative interest
of node v in content related to the topic m, with the values normalised such
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Party B
Party A Cooperate Defect
Cooperate UAB − C,UAB − C −C,UAB

Defect UAB,−C 0, 0

Table 1: Payoffs (party A, party B) for different combinations of player strategy.

that for a given node v:

M∑
m=1

F v
m = 1.

Suppose that we have nv nodes partitioned into N groups V1, . . . , VN , such
that all nodes in a single group share the same distribution of interests:

F vi
m = F vj

m for i, j ∈ Vk, 1 ≤ k ≤ N.

In an interaction between nodes vi and vj, let the utility accrued by each
node (denoted Uij) as a result of content sharing be defined as a function of
the strength of their mutual interests:

Uij =
M∑

m=1

F i
mF

j
m

Following [36], interactions are modelled as single instances of a Prisoner’s
Dilemma game, where each node may chose to cooperate or defect. Selecting
the cooperation strategy in an interaction incurs a fixed cost C, whereas
there is no cost to a defecting node. The utility is only realised if a nodes
opponent chooses to cooperate. In contrast to [36], we define the payoffs for
the prisoners dilemma game to take account of differing interests, as shown
in Table 1. Provided there is a positive cost of cooperation (i.e. C > 0),
then the rational unilateral strategy for an individual is to defect, since this
gives the greater payoff whatever the strategy of the opponent. However,
the total utility is maximised when both parties cooperate, provided they
share sufficient common interests (i.e. UAB − C > 0). This highlights the
need for mechanisms that incentivise and encourage cooperation given the
behaviour of all other nodes in the system. The proposed protocol encourages
this through the dynamic formation of social links between nodes whose
cooperation levels vcoop are similar. Interactions are prioritised according
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to the social groups induced by these links. The algorithm can be seen in
Figure 2, with the associated parameters defined in Table 2. A full, formal
description of the protocol, together with experimental justification can be
found in [36]. Here we simply summarise the key aspects of the algorithm,
namely:

Relationship formation: The basis for forming relationships is that each
node seeks to interact with another that is at least as cooperative as
itself. Nodes assess the average payoff they have received from a par-
ticular individual over a recent number of interactions (the memory
span m), and invite them to form a relationship if the average payoff
per interaction is at least that which they would expect if it had the
same level of cooperation. The invited node will accept the invitation
provided their average payoff per interaction is above some threshold,
defined as vaccept = vcoop.α, where α ∈ [0, 1] is a scaling factor repre-
senting how risk averse the node is. Nodes will drop relationship links
whenever the average payoff per interaction (over some time window)
falls beneath vaccept.

Peer selection: A node vi chooses an opponent to invite using a roulette
wheel selection. Each node in the neighbourhood of vi (those nodes
with which vi has formed a relationship) is assigned a weight based on
the payoff vi has received from vj over their recent interactions. The
probability of selecting an opponent outside of this neighbourhood is
weighted by the recent payoff of all nodes outside the neighbourhood.

Acceptance: A node vi agrees to an invitation to play from vj if and only
if vi’s recent history of interaction with vj has yielded a non-negative
payoff (with a small probability of forgiving a node giving negative
payoff).

3.2.1. Experimental results

The effect of user interest groups on the performance of the protocol
is investigated through simulation. All experiments consider a population
of 100 nodes whose cooperation levels vcoop are selected from the uniform
random distribution. The memory span m is set to 10 and the scaling factor
α = 0.7. The simulation covers 5,000 time-steps, and the results presented
are averaged over five simulation runs with different random seeds.
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parameter description
vi node i
vcoop

i cooperation probability for vi

vaccept
i relationship acceptance threshold for vi

nv number of nodes
α scaling factor between invite and accept thresholds for a node
m node memoryspan for payoff
Ni neighbours of vi at a particular point
tpij total payoff for vi from interacting with

vj over the last m interactions with vj

Table 2: Parameter definitions

Initialise parameters.
for numiterations

for i = 1 to nv

vi removes any neighbour vj such that tpij/m ≤ vaccept
i .

node vi selects a player vj, possibly from its social network (See Peer selection).
node vj decides whether to play with vi (See Acceptance).
If vj decides to play

vi and vj select their PD strategy according to vcoop.
payoffs for vi and vj calculated (Table 1).
tpij, tpji updated.

End if
If (vcoop

i ≤ tpij/m) ∧ (tpji/m ≥ vaccept
j )

vi and vj form a relationship (See Relationship formation).
Else

If (vcoop
j ≤ tpji/m) ∧ (tpij/m ≥ vaccept

i )
vi and vj form a relationship (See Relationship formation).

End if
End if

End for
End for

Figure 2: Simulation Pseudo-code for the model.
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To show how the protocol performs without the inclusion of different in-
terest profiles, in Figure 3 it is compared to random enforced interaction,
where the invited party is selected on a uniform random basis and is forced
to play irrespective of the invitee. Note that the proposed protocol rewards
highly cooperative nodes, whereas random enforced interaction rewards de-
fectors. In Figure 4, distinct interest groups are considered. In addition to a
baseline case where all nodes follow a single interest profile, we consider two
further cases:

3 groups: The nodes are split equally into 3 groups with relative interests
defined by:

F i
1 F i

2 F i
3

V1 0.55 0.27 0.18
V2 0.18 0.27 0.55
V3 0.18 0.55 0.27

5 groups: The nodes are split equally into 5 groups with relative interests
defined by:

F i
1 F i

2 F i
3

V1 0.55 0.27 0.18
V2 0.18 0.27 0.55
V3 0.18 0.55 0.27
V4 0.27 0.18 0.55
V5 0.27 0.55 0.18

To allow fair comparison of the results, the prisoners dilemma payoff values
are normalised so that the cost C of cooperation is exactly half of the utility
accrued by exchanging information with a node in the same interest group.
That is:

C = Uij/2

where vi, vj ∈ V1.
As may be expected, the average utility received per iteration is reduced

when groups have varied interests (as there are fewer nodes with which the
maximum utility can be obtained). However, we note that the same trend
as in Figure 3 can be observed; namely payoff is correlated with the level of
cooperation.

To investigate how the strength of similarity between groups affects the
performance, we divide the nodes into two groups, and consider high and low
similarity scenarios over ten interests:

12
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Figure 3: Protocol performance with uniform interests (tightness = ∞)

0

0.5

1

1.5

2

2.5

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

P
ay
o
ff
  p
e
r  
It
e
ra
ti
o
n

Cooperation

1  Group

3  Groups

5  Groups

Figure 4: Performance of social protocol with multiple interest groups
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High similarity (tightness = 2502):
F 1

i F 2
i F 3

i F 4
i F 5

i F 6
i F 7

i F 8
i F 9

i F 10
i

V1 0.34 0.17 0.11 0.09 0.07 0.06 0.05 0.04 0.04 0.03
V2 0.34 0.17 0.11 0.09 0.07 0.06 0.05 0.04 0.03 0.04

Low similarity (tightness = 1):
F 1

i F 2
i F 3

i F 4
i F 5

i F 6
i F 7

i F 8
i F 9

i F 10
i

V1 0.34 0.17 0.11 0.09 0.07 0.06 0.05 0.04 0.04 0.03
V2 0.03 0.04 0.04 0.05 0.06 0.07 0.09 0.11 0.17 0.34

Again, we note that although the payoff per timestep drops as the diversity
in interests increases, the social protocol still encourages nodes to cooperate.
To take this to an extreme case, Figure 6 repeats this experiment for 1,2,3
and 4 groups whose interests are completely distinct; that is, nodes can
receive no benefit from interacting with a node from a different interest group.
The important observation is that while the absolute payoff reduces (since
there are less similar nodes to interact with), the cooperation protocol is still
capable of forming useful social links that reward cooperative nodes with
higher utility than uncooperative nodes.
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Figure 5: Performance of social protocol with varied similarity

4. Trust and privacy in socially inspired networks

Future communication networks that use information about the social
characteristics of their participants raise entirely new concerns on privacy and
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Figure 6: Performance of social protocol with binary interest profiles

trust establishment. Indeed, as described in Section 3, in socially inspired
networks only nodes sharing some common social characteristics would like
to communicate or cooperate with each other. However, if the cooperation or
trust decision is based on their social characteristics, nodes would not like to
advertise them to every other node. In this section, we analyze the conflict
between trust and privacy in these socially inspired pervasive networks.

Before sharing sensitive information, parties wishing to communicate or
cooperate with each other in a hostile environment need to establish a pre-
liminary trust relationship. The establishment of an initial trust can be very
delicate since it also involves the exchange of sensitive information between
communicating nodes. Although nodes do not wish to reveal their social
characteristics to unknown nodes, they need to publish them in order to con-
struct a trusted communication channel. Therefore the decision of trust has
to be taken such that only nodes sharing common properties should discover
the shared property and establish a preliminary trust between each other.
We first tackle the conflict between trust and privacy (which has been an-
alyzed in [37]), in the context of content based applications and we define
three privacy models based on different trust degrees. The last privacy model
requires a node to reveal only common properties to another communicating
node; other characteristics are not revealed at all. The problem of verifying
one another’s matching properties has been analyzed in [38] and a provably
secure secret handshake protocol based on bilinear pairings has been pro-
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posed. We further present this protocol here. Furthermore, although online
social networks are very useful to extract social characteristics, we show that
secret handshakes are also mandatory while using these networks and briefly
describe a dedicated protocol aiming at securing a friendship invitation.

4.1. Conflict between trust and privacy: 3 privacy models in content based
applications

Content based networks allow nodes to take decisions on when to for-
ward based on the content of the packet. Since advertisements and published
content are forwarded through intermediate nodes that are not necessarily
trusted, security has to be enforced with several operations. Indeed, receiver
advertisements and published content have to be encrypted to enforce pri-
vacy. Hence, nodes require mechanisms that allow them to take content
based forwarding decisions without accessing the content in clear. As in [37],
we define three privacy models based on the nature of the trust relationships
between users:

Privacy oblivious model: messages are not encrypted and therefore users
discover all properties of each other. In this model, all users are as-
sumed to be fully trusted. This model of course is clearly not secure
and is only defined as a reference model.

Third party privacy: in this model, some trusted communities are prede-
fined. Users belonging to such communities receive some credentials
in order to prove their membership to these communities. If users
respectively successfully verify membership to the predefined trusted
communities, they reveal all their characteristics or attributes to these
members. In this case, users share some set of keys with members of
these trusted communities. Therefore, any member of the trusted com-
munity will discover all social characteristics of another member even
when they do not share information directly with each other. Other
users which can be defined as third parties will not be able to discover
the content.

Full privacy: in this third model, nodes do not trust each other from the
beginning and allow the discovery of common attributes if there are any.
If there are some common properties, nodes should be able to establish
some secure communication channel based on these attributes. Other
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attributes that are not similar will never be discovered. This model is
clearly the most useful one in the context of socially inspired networks.

In the next section we briefly describe a secret handshake mechanism that
fulfills the requirements defined in the full privacy model.

4.2. Trust establishment based on secret handshakes

As defined in [38], a Secret Handshake is a mechanism devised for two
users to simultaneously prove to each other possession of a property, for
instance membership to a certain group. The ability to prove and verify
possesion of a property is strictly controlled by a certification authority, that
issues property credentials and matching references respectively. In the con-
text of socially inspired networks, a secret handshake is required when a user
needs to verify if another user share the same “social characteristic” or not,
in order to determine if these two users can establish a secure communication
channel. However, having one property in common does not give the right
to users to discover unshared properties.

The problem of secret handshake was first introduced in 2003, by Balfanz
et al. [39] as a mechanism designed to prove group membership and share a
secret key, between two fellow group members. Many papers [40, 41, 42] have
further investigated this problem and new or extended solutions have been
proposed, implementing additional features, such as reusable credentials.

[38] proposes a novel cryptographic secure matching scheme based on
bilinear maps. A bilinear map ê : G1 × G1 → G2, where G1 and G2 are
respectively an additional and multiplicative group of order q for some large
prime q, is a map which satisfies the following properties:

• bilinear: for all P,Q ∈ G1 and all a, b ∈ Z, ê(aP, bQ) = ê(P,Q)ab

• non-degenerate: the map does not send all pairs from G1×G1 to the
identity in G2.

• computable: there is an efficient algorithm to compute ê(P,Q) for
any P,Q ∈ G1.

In the proposed scheme, provers receive credentials for a given property
and verifiers in turn receive matching references for a given property. Thanks
to the inherent bilinear property of the mechanism, we show, in the following,
how a prover can securely convince a verifier that she owns a property.
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Given public parameters, P̃ ← rP , S ← sP , T ← tP and V ← vrP ,
where r, s, t and v are random values in Z∗q , a user u joining the system
receives a secret value Xu = xus

−1rP (where xu is drawn by the system for
u) and its credential for the property p, that is, credp = vH(p), where H is
a one-way hash function. In order to verify that another user possesses the
same property p, the user also receives the matching reference matchu,p =
t−1r(credp+xuP ). Whenever node A wants to prove its property pA to B who
received the corresponding matching reference matchB,pB

, B first picks n in
Z∗q and sends N1 = nP and N2 = nP̃ to A. A sends its encrypted credential
which is disguisedCredpA

=< r1credpA
, r2N2, r1r2S, r1r2T >. Finally the

verification step is defined by the following equation:

K =
ê(r1credpA

, r2N2)
n−1

.ê(r1r2S,XB)

ê(r1r2T,matchB,pB
)

(4)

If K equals to one, the verification is successful and B concludes that A
possesses property pB which is the same as pA.

Such a secure matching protocol can be a building block for an initial
trust establishment between nodes sharing similar social characteristics.

4.3. Secret Interest Groups in Social Networks

Online social networks (OSNs) are becoming one of the most prominent
communication technologies. Although one could derive some a-priori trust
based on friendships, a problem which is particularly felt among online social
networks is identity theft and identity spoofing. The root of the problem is
that in many OSNs there is little or no verification that a person who joins
the social network is really who he or she claims to be. Indeed, an online
social network user sometimes receives a friendship request without knowing
who this person is or if they are really who they claim to be.

Therefore, even online social network users require a preliminary trust
establishment between each other before accepting a friendship request. To
improve the security of this process, [43] proposes the creation of an ad-
hoc trusted group outside of the online social network, issuing some group
membership credentials and presenting those credentials upon friendship in-
vitations within the social network. Additionally to friendship invitations,
authors propose the creation of secret interest groups (SIG) created by online
social network users in order to exchange some privacy sensitive information
only with group members. The management of secret interest groups is
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based on the use of secret sharing mechanisms [44] and threshold signatures
[45] which allow SIG managers to jointly compute a membership token that
proves a user’s membership to the group.

Moreover, a new secret handshake protocol has also been proposed in
order to allow two users to share a key if and only if they both own the
signature of the same message under the same public key. This protocol
is executed through the standard social network invitation process. Unfor-
tunately, the secure matching mechanism described in the previous section
relies on the existence of a central authority to distribute credentials and
matching references to users and therefore cannot be directly used in this
new scenario where the framework should operate in a distributed fashion.
Moreover, the problem is more simple than the problem resolved with the
secure matching protocol since in this new context, users only need to prove
their group membership. The newly proposed secret handshake protocol is
based on oblivious signature-based envelopes [46] that are used to generate
credentials.

In the following we briefly describe the entire framework. A set of n SIG
initiators jointly compute the SIG public key PKSIG = gx and each of them
computes a share xi of the private key SKSIG = x. The public parameters
are the SIG public key and a message MSIG. t SIG managers can jointly
create a membership credential for a new user: each manager first check
the requesting user’s conformity to the SIG join policy and after a successful
check, a new credential is created using a threshold signature mechanism and
this credential can be verified with the use of the SIG public key. Once group
members receive their membership tokens, they can interact more securely
on the social network platform: in order to securely invite friends, users
execute the SIGMembersHandshake protocol which is based on oblivious
signature envelopes (OSBE): two users, U1 (holding the signature (w1, v1))
and U2 (holding the signature (w2, v2)) establish two keys for each OSBE
round and then engage a challenge-response protocol to prove one another
knowledge of keys computed. This handshake protocol is summarized in
Figure 7.

5. Conclusions

In this paper we have summarised the important results concerning trust
and cooperation from the behavioural science literature, and shown how they
can be used to motivate protocols for cooperative content sharing. In partic-
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U1 → U2 w1 = ge1 , gr1

U2 → U2 w2 = ge2 , gr2

U1 computes K1 = ((gx)w2w
h(MSIG)
2 )r1

K ′1 = (gr2)v1 and k1 = H(K1||K ′1)
U2 computes K ′2 = ((gx)w1w

h(MSIG)
1 )r2

K2 = (gr1)v2 and k2 = H(K2||K ′2)
U2 → U1 Ek2(N)
U1 → U2 Ek1(N + 1)

Figure 7: SIGMemberhandshake based on oblivious signature envelopes

ular, Section 3 has demonstrated how cooperative nodes that share informa-
tion can significantly reduce the communication costs for accessing content
when grouped with nodes having similar interests. Furthermore, forming
social links between nodes whose history of mutually beneficial interactions
indicates similar cooperation strategies permits protocols that reward coop-
erative nodes. This self-organisation of cooperative behaviour is successful
even when the population is divided into social groups with diverse interests.

These socially inspired networks use social characteristics to execute net-
working operations. Since these social characteristics are often considered as
sensitive information, nodes may only reveal them to trusted nodes. How-
ever, usually a trust relationship is established based on the discovery of the
same social characteristics and therefore it is hard to establish trust while
social characteristics are hidden. We therefore first presented three privacy
models based on some different trust levels and then described a secret hand-
shake protocol that allows two users to initiate a trust establishment only if
they share one common property. Furthermore, since social characteristics
can ideally be discovered thanks to online social networks which can also be
a mean for defining a-priori trust, we analyze the problem of trust in the con-
text of online social networks and show that even these new communication
technologies require an initial trust relationship in order to prevent identity
theft and authenticate friendship requests.
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Abstract—This paper explores how the degree of similarity
within a social group can be exploited in order to dictate the
behavior of the individual nodes, so as to best accommodate
the typically non-coinciding individual and social benefit maxi-
mization. More specifically, this paper investigates the impact of
social similarity on the effectiveness of content dissemination,
as implemented through three classes representing well the
spectrum of behavior-shaped content storage strategies: the
selfish, the self-aware cooperative and the optimally altruistic
ones. This study shows that when the social group is tight (high
degree of similarity), the optimally altruistic behavior yields the
best performance for both the entire group (by definition) and
the individual nodes (contrary to typical expectations). When the
group is made up of foreigners with almost no similarity, altruism
or cooperation cannot bring much benefits toeither the group or
the individuals and thus, a selfish behavior would make sense
due to its simplicity. Finally, the self-aware cooperativebehavior
could be adopted as an easy to implement distributed scheme
– compared to the optimally altruistic one – that has close to
the optimal performance for tight social groups, and has the
additional advantage of not allowing mistreatment to any node
(i.e., the content retrieval cost become larger compared tothe
cost of the selfish strategy).

I. I NTRODUCTION

Today’s networks can be highly personalized, in the sense
that their structure and usage are shaped by the personal
interests or behavior in general of the participating nodes.
Nodes in such networks – referred to as social networks – are
typically well connected, develop reciprocal trust relations, and
share some attributes, such as content interests and locality.
Groups of such nodes are called social groups [10].

In this paper a group of (networked) nodes with common
interests in content – or objects, in general – is considered; in
computer science objects of interest are usually information
objects, i.e., files, software, etc. It is assumed that nodesof
this social group store objects in their limited local storage,
which they can retrieve when desired at a minimum cost. If the
nodes do not possess a desired object, they have the options
of fetching it from a node in the group at some low-medium
cost or – if not available in the group – from a node outside
the group at a high cost. The low-medium cost associated with
fetching an object from within the group may reflect low actual

This work has been supported by the IST-FET project SOCIALNETS (FP7-
IST-217141).

or virtual price, lower access delay due to locality or levelof
connectivity, level of trust and cooperation, etc.

As the local storage is assumed to be extremely limited
when compared with the plethora of objects possibly desired,
a node (always assumed to be self-interested) would be opted
for choosing to store locally (for minimum cost retrieval) the
objects to be most likely needed by this node (selfish or
greedy-local strategy). Our past work in [8] has shown that
this is not the best content placement strategy for a node in a
distributed group with3 levels of content access cost (as also
considered here). Specifically, a content placement strategy
has been devised based on game-theoretic arguments that
determines which objects each node should store locally, so
that the gain for each and every node is at least (and typically
much higher than) that induced under the selfish strategy. The
latter property implies that the content placement strategy is
mistreatment-free, as no node will lose by participating in
the group compared to acting selfishly. A node is cooperative
when it communicates the list of the objects in its memory to
other nodes, and grants access to other nodes, so that they can
retrieve these objects. We will refer to this placement strategy
in the present paper as the self-aware cooperative strategy, due
to its mistreatment-free property and cooperative nature.

It should be noted that the implementation of the self-
aware cooperative strategy requires the exchange of some
limited information among the nodes in the group (indices of
content stored locally). In addition, the social benefit induced
by this strategy (i.e., the average gain over all nodes) is not
the optimal social gain that can be achieved by applying
the typically mistreatment-inducing placement strategy of [9],
which basically maximizes the average benefit over all the
nodes. The optimal strategy would require the exchange of
richer information among the nodes in the group (local demand
distributions) in order to implement it in the distributed group;
this strategy will be referred to in this paper as the optimally
altruistic strategy, as it yields the optimal social gain; typically
to achieve the latter, some of the nodes are mistreated for
the social benefit. Naturally, a node that is aware of being
mistreated would not want to share objects in a group.

Focus of this paper: In view of the above it is evident
that a node participating in a distributed group can face a
dilemma as to which strategy, to follow. In this paper the



characteristics of the social group are exploited in order to
help address the above dilemma. To this end, an innovative
approach to characterizing the similarity of the nodes of the
social group with respect to content interests is proposed and
a group tightnessmetric is introduced. The dependence of
the induced social and individual node benefits – under the
aforementioned3 types of content placement strategies, which
reflect general patterns of social behavior – from the level of
tightnessof the social group is clearly established and some
important conclusions/guidelines are drawn regarding thekind
of placement strategy a node should adopt for a given level of
tightnessin the social group.

Related work: In the literature, the exploitation of social
characteristics for data dissemination in autonomic and oppor-
tunistic networks has been considered from various aspects.
In [1], the authors construct a dynamic learning algorithm
where nodes from various social communities opt for a utility-
maximizing content placement strategy based on their encoun-
ters with other nodes. [11] studies the impact of different
"levels of altruism" of nodes involved in the dissemination
process. In a more abstract setting, the effect that a node’s
relational position in the group has on content dissemination
has been considered in [4]. The importance of designing
socially-aware opportunistic networks is also demonstrated in
[2], [5], [7]. Finally, for a review of data dissemination inthe
general context of opportunistic networks, readers are referred
to [3].

In Section II the problem is formulated and a metric is
introduced capturing the degree of similarity of interestsin
the group. In Section III the content placement strategies are
briefly described. These strategies are evaluated in section IV
with respect to thetightnessof the induced content retrieval
cost of both individual nodes and the entire group. Finally,we
summarize the major conclusions of the paper in Section V
and point to interesting problems for future work.

II. PROBLEM FORMULATION AND TIGHTNESSMETRIC

We assume that there areN nodes in a social group and
each node has a probability distribution of interest forM
information objects or preferences. LetM = {1, 2, ...,M} be
the set of objects,N = {1, 2, ..., N} be the set of nodes and
Fn be the interest distribution of noden over the objects.Fn

m

can also be viewed as the request rate of noden, (n = 1, ..., N )
for objectm, (m = 1, ...,M ). All objects are assumed to be
unit-sized. Noden has a storage capacity ofCn units.

Let Pn denote the placement of noden, defined to be
the set of objects stored locally at this node. We assume
without loss of generality that|Pn| = Cn, since a node
always has to gain by saving objects of interest locally in
its storage than having to retrieve them from a distant source.
Let P = {P1, P2, . . . , PN} denote the global placement for
the social group andP−n = P \ Pn the set that contains the
placements of all nodes in the group except for noden.

Assume that the cost for accessing an object from a node’s
local memory istl, from another remote node in the social
group tr and from another node in another social groupts,

with tl < tr < ts. These values are assumed to be the same
for all nodes in order to simplify the analysis. In reality, they
may be different for each node, but the costs for different node
pairs in a social group are expected to be similar.

Given an object placementP , the mean access cost per unit
time for noden is given by:

Cn(P ) =
∑

m∈Pn

Fn
mtl +

∑

m/∈Pn,
m∈P−n

Fn
mtr +

∑

m/∈Pn,
m/∈P−n

Fn
mts .

(1)

The first summation corresponds to the mean cost of accessing
objects locally, the second to the mean cost of accessing them
from nodes in the social group and the third to the mean cost
of accessing objects not stored anywhere in the group (from
an external to the group site).

In order to definetightnessas the extent of similarity be-
tween the nodes’ preferences for objects we use the Kullback-
Leibler divergence [6], which is a well-known metric captur-
ing the divergence between two distributions. The Kullback-
Leibler divergence of distributionQ from S is defined as:

DS,Q =
∑

i

S(i)log
S(i)

Q(i)
.

This is not a measure of distance, sinceDS,Q 6= DQ,S . In
order to have a distance measure, symmetrized divergence is
defined as:

DS,Q = DQ,S = DS,Q +DQ,S .

Hence, we can defineDF i,F j as the distance of preference
distribution of nodesi and j (to be referred to here as the
preference distance between nodesi and j). Notice that the
preference distance is always non-negative,DF i,F j ≥ 0 [6].

The average preference distance of the group is then defined
as the average preference distance over all node pairs in the
group and is given by:

D̂F =

∑

(i,j) DF i,F j

N(N − 1)/2
,

where the sum above are over allN(N − 1)/2 pairs(i, j) of
nodes. Finally, we definetightnessT to be the inverse of the
average preference distance of the group:

T =
1

D̂F

. (2)

Tightnessexpresses the similarity of interests for the nodes
of the social group and it is always greater or equal to zero
(T → ∞ shows that the nodes have same interests for the
objects andT → 0 shows that the nodes have completely
different preferences). AsT is an average metric of interest
“closeness” among the nodes of a social group, it is clear that
a given value ofT may arise under different sets of interest
distributions of the nodes. In order to draw more insightful
conclusions in the current study, we consider the following
two cases of dissimilarity in the interest distributions:

• Case 1: The order (rank) of the objects remains the
same for all nodes (i.e., the first-ranked object for all
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nodes is the same, the second-ranked object is the same,
etc). However, the interest distributions are different: they
become more concentrated in the first-ranked objects as
the node indexn increases.

• Case 2: The interest distributions are identical for all
nodes, but the ranking of a given object may be different
in different nodes (i.e., the nodes do not necessarily have
the same object as other nodes as theirkth-ranked one,
etc).

In the numerical examples in this paperN = 5 nodes (to better
illustrate the results we consider a small number of nodes),
the capacityC = 10 objects, the object population isM = 50
objects andtl = 0, tr = 10 and ts = 20 cost units.

A. Case 1

The request ratesFn
m of node n over the objectsm =

1, 2, ...,M are drawn from a Zipf distribution with different
exponents for each node. We consider that Node1 has
uniform interest distribution, i.e.,s = 0 for this node. Then,
for noden, n = 2, 3..., N , s is increased byp(n− 1), where
p ∈ R is the increment parameter. For example, whenp = 0.2,
s = 0.2 for Node2, s = 0.4 for Node3, and so on. The request
rate of noden for objectm is given by:

Fn
m = f(m; s,M) =

1/ms

∑M

l=1 1/l
s
. (3)

A preference ranking of theM objects is determined by this
distribution – which are accordingly ranked as[1, 2, ...,M ]
– and is the same for all nodes. Ass increases, a node’s
distribution becomes more concentrated in the first objects.
Table I(a) shows the value oftightnesswhen the interest
distributions are derived as outlined above, for differentvalues
of the increment parameterp. Notice thattightnessdecreases
as p increases. This is because asp increases, the pairwise
distances between any two node distributions increase (the
difference in theirs parameter is higher).

B. Case 2

The request ratesFn
m are drawn from a Zipf distribution

with exponents with s = 1 for all nodes, which is given by
(3). If the rank of objects is the same for all nodes, we derive
from (2) thatT → ∞.

In order to establish dissimilarity in the nodes’ interests, we
create a different rank of objects for each node. To this end,
Node1 is assigned the rank of objects[1, 2...,M ] and this rank
is shifted to the left by different positions for each of the other
nodes. We consider different values of the shift parameter.In
general, the rank of objects of noden, n = 1, . . . , N is shifted
by k(n−1) positions, wherek ∈ N is the shift parameter. For
example, whenk = 1, the ranking of Node1 is [1, 2, ...,M ],
the ranking of Node2 is [2, 3, ...,M, 1], the ranking of Node
3 is [3, 4, ...,M, 1, 2], and so on. Table I(b) shows the value of
tightnesswhen the interest distributions are shifted by various
positions, as described above. Notice thattightnessdecreases
as the shift parameter increases. This is because the average
absolute difference of the distributions (for the same object)

Table I
EXAMPLE TIGHTNESS VALUES

(a) T when increased by different values ofp

Increment parameter (p) Tightness (T)
0.0 ∞

0.2 2.0861
0.4 0.4614
0.6 0.2398
0.8 0.1697
1.0 0.1362

(b) T when shifted by different values ofk

Shift parameter (k) Tightness (T)
0 ∞

1 0.3688
2 0.2674
3 0.2294
4 0.2089
5 0.1962
6 0.1876
10 0.0012

between any two nodes increases, ask increases. Generally,
numerical values oftightnessare close to zero, and increase
abruptly as distributions become more similar.

III. C ONTENT PLACEMENT STRATEGIES

In this section we describe the object placement strategies
that we consider in this paper. Under theOptimally altruistic
strategy the objects are stored in such a way that the total
access cost for all nodes in the social group is minimized (i.e.,
minimize

∑N

n=1 Cn(P )). This problem can be transformed
into a 0-1 integer programming problem.

Let Xn
m =

{

1, if m ∈ Pn;
0, otherwise

and

Y n
m =

{

1, if m /∈ Pn andm ∈ P−n;
0, otherwise.

The objective is to minimize the function of the total access
cost:

N
∑

n=1

M
∑

m=1

Xn
mFn

mtl + Y n
mFn

mtr + (1−Xn
m)(1− Y n

m)Fn
mts,

where

Y n
m = (1 −Xn

m)(1−
N
∏

j=1

j 6=n

(1−Xj
m)).

This is a quadratic programming problem, whose solution
is very difficult. A re-formulation of the above to a linear
problem is derived in [9], where

Xn
m =

{

1, if m ∈ Pn;
0, otherwise

as above and

znm =

{

Fn
m(tr − tl), for 1 ≤ n ≤ N ;

∑N

j=1 F
j
m(tr − ts), for n = N + 1,

where N + 1 represents the ensemble of nodes in other
social groups.
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The objective in this case is to maximize the following
function:

f(X) =

N+1
∑

n=1

M
∑

m=1

znmXn
m, (4)

subject to
N+1
∑

n=1

Xn
m ≥ 1, 1 ≤ m ≤ M

M
∑

m=1

Xn
m ≤ Cn, 1 ≤ n ≤ N

In (4), each term of the summation is associated with an object
and represents the gain that would be incurred to each node if
it would store the object locally, instead of retrieving it from
the group, minus the loss incurred to all nodes if the object is
not stored anywhere in the group.

Under theSelfishstrategy (or the greedy local strategy as
referred to [8]), the nodes only store their most preferable
objects. Each noden ranks the objects in a decreasing order
[1, 2, ...,M ] such thatFn

1 ≥ Fn
2 ≥ ... ≥ Fn

M and selects to
store the firstCn ones. Thus,Pn = [1, 2, ..., Cn].

Finally, under theSelf-aware cooperativestrategy each node
first stores itsCn most preferable objects and then makes
replacements based on the placements of the other nodes
in order to improve its placement [8]. Thus, a node may
decide to evict an object that exists in some other node in
the group in order to insert a new object, if this incurs an
access cost reduction in (1). As the nodes play sequentially,
each replacement made by a node may negatively affect the
access cost of other nodes. It is proved in [8] that this
strategy is mistreatment-free, i.e., for any noden, it holds
that CC

n (P ) ≤ CS
n (P ), whereCC

n (P ) denotes the access cost
of noden for all the objects under the self-aware cooperative
strategy andCS

n (P ) denotes its access cost under the selfish
one. Thus, the final access cost of a node is at most as high
as its access cost under the selfish strategy.

It was shown in [8] that only objects not already included in
the group can be inserted during a replacement step, evicting
only objects which are present elsewhere in the group (dupli-
cates). Due to these properties (and as results have shown) the
performance of the self-aware cooperative strategy can be very
close to the optimal (social-cost minimizing) optimal altruistic
one. Through the study in the present paper, some conditions
under which the above is the case are derived.

Regarding the implementation, an optimally altruistic be-
havior requires a complete knowledge of the group’s char-
acteristics (demand patterns of all nodes in the group) and a
solution to the global optimization problem. This can be solved
by a central authority that dictates its placement decisions to
the nodes, or in a distributed fashion, in which each node
solves the global optimization problem and then all nodes
negotiate their placements (there are multiple solutions to
the global optimization problem). The self-aware cooperative
strategy requires less information; more implementation details
can be found in [8]. The selfish strategy has the smallest

implementation cost, since each node does not need to be
aware of the group’s interests.

IV. N UMERICAL EVALUATION

In this section we present some numerical examples to
illustrate the impact oftightnesson the access cost incurred
by the various behavior-based content placement strategies
discussed in this paper. The conclusions drawn from these
results can help establish clear guidelines as to which behavior
(strategy) would be beneficial to the individual nodes and/or
the entire group, and under which tightness conditions in the
social group.

Fig. 1 and 2 show the individual node and total (i.e., for the
entire group) access cost under the different content placement
strategies and for different values oftightness, under the two
sets of interest distributions (Case1 and Case2, Section II).

A. Social groups with infinite or very hightightness

The results show that the optimally altruistic strategy is the
best performing one regarding both the individual cost of any
node (Fig. 1(a)), as well as the cost for the entire group (Fig. 2,
T = ∞), for both Cases1 and2. Consequently, the optimally
altruistic behavior is the clear winner-behavior for any node
in a very tight social group.

Notice that under very hightightness, the individual and
total access cost induced by the self-aware cooperative strategy
is (a) very close to (slightly higher than) that under the
optimally altruistic and (b) it is always lower than that under
the selfish strategy. The previous suggest that the self-aware
cooperative strategy induces no node mistreatment and yields
a performance close to the optimal. Thus, given its lower im-
plementation complexity compared to the optimally altruistic
(see Section III) it may be selected as an easier to implement
and similarly performing alternative to the optimally altruistic
strategy in very tight social groups.

To this end, the larger thetightnessof the social group, the
greater the group’s benefits when nodes are either cooperative
or optimally altruistic, compared to being selfish.

B. Social groups with very lowtightness

While it was shown that under very hightightnessboth
the individual nodes and the entire group will benefit by
having the nodes adopt the optimally altruistic or the self-
aware cooperative strategies (compared to the selfish one),Fig.
1(d) and 2 (forT ' 0) show that this is not the case under
low or very low tightnessof the social group.

Although the optimally altruistic strategy (always) brings
the maximum benefits for the group, it mistreats individual
nodes under such group tightness conditions. (e.g., Node 5 in
Fig. 1(d), for both Cases1 and 2). Furthermore, the benefits
to the group are about the same as under the selfish strategy
or only slightly greater (Fig. 2(b),T ' 0 or Fig. 2(a),
T = 0.14). Taking into consideration the larger complexity
(compared to the selfish one) in implementing the optimally
altruistic strategy (see Section III), its major drawback of
mistreating certain nodes (which will potentially dismantle the
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Figure 1. Individual access cost under different strategies for different values oftightnessT , under Case1 (figures on the left) and Case2 (figures on the
right)
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Figure 2. Total access cost under different strategies for different values oftightnessT, under Case1 (figure on the left) and2 (figure on the right)

social group) and the small (if any) benefit it may bring to the
group (compared to the selfish one), it may be concluded that
the selfish strategy should be preferred against the optimally
altruistic.

Finally, it should be noted that both the self-aware coop-
erative and selfish strategies are mistreatment-free. FromFig.
2 it is clear that the self-aware strategy will bring negligible
benefits if any (the same (Fig. 2(b),T ' 0) or only slightly
larger (Fig. 2(a),T = 0.14)) to the social group compared to
the selfish one. Thus, in view of the fact that the complexity of
the self-aware strategy (requiring information exchange among
the nodes) is substantially larger than that under the selfish one
(requiring no information exchange and lower computational
complexity), it may be concluded that the selfish strategy
should be preferred against the self-aware cooperative under
low tightness.

V. CONCLUSION AND FUTURE WORK

In this paper we investigated how the commonality in the
social interests of nodes in a social group effect the perfor-
mance of object placement strategies. To this end, a new metric
for measuring the commonality in interests (social similarity)
was introduced, thetightness, based on the mean value of
the Kullback-Leibler divergence of nodes’ preferences. By
considering two different cases of dissimilarity in the interest
distributions (Case1 and2) and in view of the coherence of the
obtained results it appears thattightnessis an effective metric
for deciding which behavior (or strategy) a node should adopt.

Three content storage strategies were considered: a selfish,
a self-aware cooperative and an optimally altruistic one. For
each of these strategies, both the individual and total access
costs were compared under different tightness conditions.

Results showed that the social preferences of the nodes in a
social group are the key for a node’s decision on what behavior
– regarding the object placement strategy – to follow. Altruism
is a win-win virtue or behavior only in tight social groups
(if the implementation cost is not an issue): both the group’s
benefit and individual’s benefits exceed those under a self-
aware cooperative or a selfish behavior. Astightnessdecreases,
smaller group benefits can be induced either through altruism
or a self-aware cooperative behavior, while mistreatment may

incur under altruism. Thus, in this case acting selfishly ensures
no mistreatment and no significant loss to the group’s benefit.

An interesting line for future work is to validate these results
with traces from real-world social groups. Additionally, it is
interesting to consider the case where each node has more
than one preference distributions (e.g., interests for objects,
localities, etc.) and study correlations in the similarityof
distributions.
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Scalable Service Migration in Autonomic Network
Environments
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Abstract— Service placement is a key problem in communica-
tion networks as it determines how efficiently the user service
demands are supported. This problem has been traditionally
approached through the formulation and resolution of largeopti-
mization problems requiring global knowledge and a continuous
recalculation of the solution in case of network changes. Such
approaches are not suitable for large-scale and dynamic network
environments. In this paper, the problem of determining the
optimal location of a service facility is revisited and addressed
in a way that is both scalable and deals inherently with network
dynamicity. In particular, service migration which enables service
facilities to move between neighbor nodes towards more commu-
nication cost-effective positions, is based onlocal information.
The migration policies proposed in this work are analytically
shown to be capable of moving a service facility between neighbor
nodes in a way that the cost of service provision is reduced
and – under certain conditions – the service facility reaches the
optimal (cost minimizing) location, and locks in there as long as
the environment does not change; as network conditions change,
the migration process is automatically resumed, thus, naturally
responding to network dynamicity under certain conditions. The
analytical findings of this work are also supported by simulation
results that shed some additional light on the behavior and
effectiveness of the proposed policies.

Index Terms— Service Placement, Service Migration, Auto-
nomic Networks, Scalability.

I. I NTRODUCTION

I NTERNET globalization and expansion make the service
placement problem a challenging one and necessitate a

careful selection of the location of the service facilities(a
facility being a service provisioning infrastructure), aiming
at bringing the service provision points close to the demand
in order to minimize communicationcosts (i.e., resource
consumption) and enhance the Quality of Service (QoS) of
the provided service. Due to the recent technological changes
(e.g., powerful machines and services have proliferated),the
traditional problem of placing relatively few big servicesin
one of the few (powerful) potential service provider facilities
(big network elements) is increasingly being transformed into
a problem of placing the one or more service facilities in one
of the numerous network nodes that are now capable of hosting
services. Peer-to-peer networks, cloud computing, content dis-
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tributions networks, software updates and patches and sensor
networks are examples of such modern environments.

The problem of determining the optimal service placement
has been studied in the past in areas such as transportation
and supply networks [1], and has been approached through
the formulation and solution of large optimization problems
(NP -hard) requiringglobal knowledge, as for instance is
the case with thek-median problem [2]. Such approaches
requiring global knowledge and a continuous recalculationof
the solution in case of network changes;do not scaleand are
not suitable for dynamic network environments, such as those
considered in this work. Instead, approaches based onlocal
informationshould be adopted, despite the fact that they might
not be able to guarantee optimality all the time (near-optimal
solutions).

In this paper, the problem of determining the optimal
location of a service facility is revisited and addressed ina
way that is both scalable and deals inherently with network
dynamicity. The approach advocated in this paper – parts of it
initially presented in [3] and [4] – is that of moving a service
facility among neighbor nodes by utilizing local information,
in a such way that the cost of service provision is reduced
and the service facility reaches under certain conditions the
optimal (cost minimizing) location, and locks in there as long
as the environment does not change; as network conditions
change, the migration process is automatically resumed, thus,
naturally responding to network dynamicity.

The first proposed policy (referred to asMigration Policy
S) is analytically shown to be capable of moving the facilities
along a monotonically cost decreasing path in the network.
For special cases of topologies such as trees, it is analytically
shown that under Migration PolicyS a single facility moves
until it reaches the optimal position (i.e., the node at which
the overall cost is minimized). In the general case, service
facility migration under Migration PolicyS, allows for overall
cost reduction, but it may fail to move the facilities until the
end of a monotonically cost decreasing path, mostly due to
unforeseenshortcuts(i.e., alternative shortest paths utilized
by some nodes to reach a certain facility after a facility
movement). The potential cost reduction that is due to the
aforementioned shortcuts is not taken into account under
Migration PolicyS, thus certain facility movements that would
allow for further cost reduction are not detected and thus not
implemented.

The aforementioned limitation is overcome in the case of a
single facility and for topologies of equal link weights, while
still utilizing only local information. Note that topologies
with equal link weights and a single service facility are not
uncommon. For such environments, a new policy (referred to
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as Migration Policy E) is proposed that moves the facility
until the end of a monotonically cost decreasing path, provided
that tentative movements to the one-hop neighbor nodes are
allowed.

The additional overhead due to the tentative facility move-
ments under Migration PolicyE (when compared to Migration
Policy S), motivates the introduction of a hybrid policy
(referred to asMigration Policy H) that efficiently combines
the Migration PoliciesS and E, in the case of equal link
topologies and a single facility. Under Migration PolicyH ,
a single facility moves until no further movement is possible
under Migration PolicyS. Then, Migration PolicyE takes
over and moves the facility until no further movement is
possible. The first part of facility movement benefits from the
guaranteed cost reduction under Migration PolicyS and the
almost negligible overhead. The second part moves the facility
towards positions of even smaller overall cost (i.e., the end of
the monotonically cost decreasing path), at the expense of the
extra overhead due to the tentative facility movements.

The analytical findings of this work are also supported by
simulation results. In addition, simulation results provide for
further insight on the behavior of the proposed policies and,
particularly, illustrate their effectiveness for cases not captured
by the analysis. More specifically, it is shown that in realistic
topologies, the overhead (due to tentative facility movements)
under Migration PoliciesE andH can be prohibitively large
and therefore, Migration PolicyS becomes the obvious alter-
native. This is also the case in dynamic environments due to
the latter’s capability to move – almost immediately – service
facilities to more effective positions.

Section II presents related work and in Section III the
service placement problem is described in detail. Migration
Policy S is presented and studied in Section IV while Migra-
tion PoliciesE and H are presented and studied in Section
V. Section VI presents simulation results and the conclusions
are drawn in Section VII.

II. RELATED WORK

The service placement problem has been addressed in the
past particularly in the area of transportation, supply networks
etc., most of these works surveyed in [1]. It has been shown
that the optimal solution of placingk service facilities in a
network (i.e., thek-median problem) is anNP -hard problem
for general graphs [2]. Even in the case of undirected tree
topologies, the complexity remains as high asO(kN) [5] (N is
the number of nodes in the network). In order to deal with the
increased complexity, several near-optimal approaches have
been proposed that can be categorized as either centralized
or distributed [6]. The centralized approaches focus on greedy
heuristics [7], [8], [9], [10], on linear programming [11],[12],
[13], on primal-dual [14], [15], local search [16], [17], and
other techniques [18], [19], [20], [21], [22], [23] that have been
proposed in the past to deal with the increased complexity of
the service placement problem. However, all of them require
global knowledge of the network topology and demands, and
this information is generally not available in the large-scale
network environment considered in this paper.

The focus in this work is on distributed approaches being
based on local information (as opposed to the aforementioned
centralized local-search-based approaches attempting toas-
sume local minima of performance) in order to avoid scalabil-
ity problems introduced by global knowledge requirements.To
the best of the authors’ knowledge, the first distributed facility
location was described by Jain and Vazirani [14]. Moscibroda
and Wattenhofer [24] proposed the first distributed approach.
Their work focuses on primal-dual techniques – in order to
derive worst-case performance bounds – which are difficult to
implement (e.g., impractical communication model) compared
to the work presented in this paper. A recent work by Krivitski
et al. [25] proposes a distributed hill-climbing algorithmbased
on local majority votes and used by nodes to agree on the
next step of the algorithm. The overall overhead is kept low
by avoiding unnecessary votes. The algorithm converges to
the optimal solution, as shown using simulation results. This
approach is different from the one proposed here (evaluated
both through analysis and simulations) since no majority
voting is considered and the need for local information is
almost negligible.

The closest works to the one presented here are [26] and
[27]. Ragusa et al. [26] propose a heuristic approach for
partitioning the network into a number ofk clusters self-
managed through mobile agents. Each agent migrates to more
efficient positions within the cluster after deriving the median
position in a centralized manner. Clusters may be further
partitioned or merged in response to dynamic network changes
based on empirically selected threshold values. The second
approach, proposed by Laoutaris et al. [27] solves the service
placement problem in a distributed manner reusing existing
near-optimal centralized approaches inside suitably defined r-
balls (i.e., network areas ofr hops away from each service
facility). As service facilities move inside the network,r-
balls are partitioned or merged based on the outcome of the
centralized approaches. The main difference between [26],
[27] and the work presented here, amounts to the requirement
for local information in order to select more efficient positions
for the mobile agents in [26] and to incorporate classical
centralized solution approaches in [27]. Instead, the proposed
service migration approach relies on strictly local information;
this local information is passively collected by the service
facility itself, as opposed to requiring the deployment of
a mechanism that provides both the demand and topology
information within each cluster as in [26] and [27].

Several other approaches have also been proposed, spe-
cific to the considered applications, including intermediate
caching [28], reflectors’ deployment [29], online version [30],
placement based on mobility [31], content distribution [32],
replication in overlays [33], service discovery in mobile ad
hoc networks [34], gateway placement [35], sensor networks
[36], [37], replica placement updates [39], distributed shared
platform [38].

III. PROBLEM STATEMENT

The network topology is represented by a connected undi-
rected graphG(V, E), whereV is the set of nodes andE
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the set of links among them. Let|X | denote the size of
a particular setX . Let N be the number of nodes in the
network or N = |V |. Let Sv denote the set of neighbor
nodes of nodev (i.e., nodes having a link with nodev).
Let (u, v) denote the link between two neighbor nodesu and
v; each such link is assigned a positive value referred to as
weight and denoted asw(u, v). For a given graphG(V, E),
let d(x, y) denote thedistancebetween nodex and nodey,
corresponding to the summation of the weights of the links
along ashortest pathbetween these nodes (for the same node
v, d(x, x) = w(x, x) = 0); alternatively,d(x, y) is referred to
as thetraveling costbetween nodesx andy. In this paper, a
facility is considered to be hosted by one of the network nodes.
It is also possible that the service provisioning is replicated –
to cope with a higher demand or for increased reliability –
and, thus, more that one facility may be deployed. Without
any loss of generality, only one service – and the associated
one or multiple service facilities – is considered in this paper.

Let the mean rate at which data packets associated with
a particular nodev are transferred through the network be
denoted byλv (i.e., service demands). LetKt denote the set
of facility nodes (i.e., nodes hosting a facility corresponding
to a certain service) at timet. In the sequel,t will take discrete
values corresponding to facility movements.

Between a given facility node and any other node in the
network, a shortest path route is assumed to be established by
the underlying employed routing protocol, [40]. Eventually, a
shortest path tree is created, rooted at the particular facility
node and including all network nodes. Such a tree (depicted
with dense lines) rooted at the facility node0 (marked by
a dotted hexagonal) is shown in Figure 1.a, where the ser-
vice demands and link weights are set to1 to facilitate the
discussion. In general, a shortest path tree associated with a
given root node is not unique. When the number of facilities is
greater than one, then a forest of shortest path trees is created,
with each tree rooted at the corresponding facility node (e.g.,
as depicted in Figure 1.b). LetTt denote the set of all possible
shortest path trees in a network at timet. Let Tt(x) denote
the subset ofTt (i.e.,Tt(x) ⊆ Tt) containing the shortest path
trees rooted at nodex. Let T x

t be the shortest path tree in
Tt(x) over which data corresponding to the nodes’ service
demands are forwarded towards the facility nodex. v ∈ T x

t

will indicate that nodev is served by facility nodex.

Let x
t
−→ y denote thefacility movementfrom nodex to

its neighbor nodey initiated at timet; at time t (t + 1) the
facility is located at nodex (y). Assume thatK0 = {0}
and T 0

0 is the shortest path tree depicted in Figure 1.a.
Assume thatK1 = {1} and T 1

1 is the shortest path tree
depicted in Figure 1.c after a facility movement0

0
−→ 1. It

is reasonable to assume that any routing protocol would try to
minimize the overhead introduced by such a facility movement
by preserving previously established shortest paths and not
switching to new ones, provided that the previous ones are not
worse than any new one. Thismigration rulewill be adopted
here and ensures that the new shortest path treeT 1

1 would be
the one depicted in Figure 1.c and not the one depicted in
Figure 1.d (both belong toT1(1)) or any other. To illustrate

this rule further, consider node7 that forwards data towards
the facility node0 over path{(7, 8), (8, 0)}, as depicted in
Figure 1.a. After the service moves to node1, node7 would
– based on the above rule – utilize path{(7, 8), (8, 0), (0, 1)},
instead of the equal cost path{(7, 6), (6, 0), (0, 1)}.

Let Ct(x) denote the cost incurred by facilityx for serving
nodesv at time t, for all v ∈ T x

t . Clearly,

Ct(x) =
∑

∀v∈T x
t

λvd(v, x). (1)

The overall cost over all facilities in the network at time
t, denoted asCt, is given by, Ct =

∑

∀x∈Kt
Ct(x) =

∑

∀x∈Kt

∑

∀v∈T x
t

λvd(v, x). Assuming fixed network topol-
ogy and service demands, it is evident that the (optimal) set
of facility locations for which cost minimization is achieved
(denoted byK) does not depend on timet, and the same
holds true for the correspondingminimum costdefined asC.
Let at = Ct

C
be defined as theapproximation ratioof the cost

induced at timet when the set of facility nodes isKt, over
the minimum (optimal) one; the closer the value ofat to 1,
the closer the induced cost at timet to the optimal one.

The optimal setK and the resulting minimal costC can
be determined by solving the previously mentionedk-median
problem, (k = |K|). This difficult and large optimization prob-
lem cannot be afforded in the large-scale and dynamic network
environments considered here, where the network topology
is subject to frequent changes requiring the recalculationof
the (expensive)k-median solution. In the sequel, services are
migrated in order to exploit information locally availableat
the facility nodes.

IV. SERVICE M IGRATION BASED ON STRICTLY LOCAL

INFORMATION

Strictly local information refers to information that is avail-
able only at a particular node. Based on such information, a
migration policy is proposed in this section to reduce the cost
after moving the facilities to neighbor nodes.

Assume a service facility is located at nodex at time t.
There exist a number of neighbor nodesSx over which data
associated with service demands of all nodesv ∈ T x

t \{x}, are
forwarded to the particular facility. In the example depicted in
Figure 1.a, data associated with the service demands towards
the facility node0, are forwarded over link(0, 1) for nodes
1 and 2, over link (0, 6) for nodes3, 4, 5 and 6, and over
link (0, 8) for nodes7, 8 and 9. That is, nodes of a certain
subtree ofT x

t forward data associated with their own service
demands through some nodey, y ∈ Sx. Let Iy(T x

t ) denote
the particular subtree, which is also a tree of root nodey. In
the previous example, there are three such subtrees denoted
by I1(T 0

t ), I6(T 0
t ) andI8(T 0

t ), as shown in Figure 1.a.
Let Λ (Iy(T x

t )) denote theaggregate service demandsthat
are forwarded to the facility nodex through link (x, y) (for
some neighbor nodey ∈ Sx, and y ∈ T x

t ) over subtree
Iy(T x

t ). Λ (Iy(T x
t )) is equal to the summation of the service

demands of the individual nodes of the corresponding subtree,
or:

Λ (Iy(T x
t )) =

∑

∀v∈Iy(T x
t )

λv. (2)
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Fig. 1. Shortest path trees and subtrees for an example network.

Λ (Iy(T x
t )) can be available to facility nodex using a

monitoring mechanism that captures the incoming and out-
going packets or, in caseλv is known to nodev, by com-
municating these values tox (e.g., through piggybacking).
It will be assumed that each facility nodex has knowledge
of Λ(Iy(T x

t )) for all neighbor nodesy ∈ Sx. This locally
available information will be utilized by the proposed service
migration policy.

A. Service Migration for a Single Facility

Consider the case of one facility located at nodex at timet.
The key question for service migration is to establish whether
a cost reduction is achieved by moving the facility to node
y. Since – according to Equation (1) – the previous requires
global information, the main challenge is to derive a condition
that would be based on information that is locally availableat
the facility nodex, such asΛ(Iy(T x

t )).
Let CT x

t

t+1(y) denote ahypothetical costassuming that (a) the
facility moves to nodey at timet+1; and (b) the corresponding
shortest path tree over which data are forwarded towards the
facility node y (which should have beenT y

t+1, if facility

movementx
t
−→ y had actually taken place) remains the current

one (i.e., T x
t ). For this hypothetical cost, let the distance

between any nodev that is served by facilityy over the shortest
path treeT x

t be denoted bydT x
t (v, y) instead of d(v, y).

Equivalently,CT x
t

t+1(y) =
∑

∀v∈T x
t

λvdT x
t (v, y). Note that in

general shortest path trees are different for different roots
(i.e., T y

t+1 6= T x
t ), except for the special case of topologies

with unique shortest path trees [40].Unique shortest path tree
topologiesare those for whichTt(x) = Tt(y), for all pairs of
nodesx, y ∈ V , at any timet. The following lemmas are the
basis for the migration policy presented later.

Lemma 1:For a single service facility in a network located
at some nodex at time t and some neighbor nodey ∈ Sx,
C

T x
t

t+1(y) ≥ Ct+1(y) is satisfied (the equality holds for unique
shortest path tree topologies). In addition, the difference be-
tween costCT x

t

t+1(y) and costCt(x) is given by:

C
T x

t

t+1(y)−Ct(x) =
(

Λ
(

T x
t \ Iy(T x

t )
)

−Λ
(

Iy(T x
t )

)

)

w(x, y).

(3)
The proof of Lemma 1 can be found in Appendix A.

The right part of Equation (3) depends on the link weight
w(x, y), the aggregate service demands that are forwarded to
nodex through nodey (i.e.,Λ

(

Iy(T x
t )

)

) and the rest of the ag-
gregate service demands that arrive through the other neighbor

nodes ofx (i.e., setSx\{y}) plus the service demands of node
x itself (i.e.,

∑

∀v∈Sx\{y} Λ
(

Iv(T x
t )

)

+λx = Λ
(

T x
t \Iy(T x

t )
)

,
since∪∀v∈Sx\{y}I

v(T x
t )∪{x} = T x

t \Iy(T x
t )). As mentioned

before, bothΛ
(

T x
t \ Iy(T x

t )
)

and Λ
(

Iy(T x
t )

)

are locally
available at nodex (i.e., strictly local information).

In view of Lemma 1, two interesting observations can be
made regarding the difference when the facility is located at
neighbor nodes. First, the difference does not depend on the
weights of the links of the network, apart from the weight
of the link among them, i.e.,w(x, y). Second, it depends
on the difference between the aggregate service demands.
Consequently, global knowledge of the network (i.e., knowl-
edge of the weights of each link and the service demands
of each node in the network) is not necessary to determine
differences in costs associated with neighboring facilitynodes
and, eventually, determine the facility node that induces the
lowest cost among all neighboring nodes. Even knowledge
of w(x, y) is not necessary, as it is shown later in Theorem
1. What is actually required is information regarding the
aggregate service demands, which can be available at the
facility node.

Theorem 1:For a single service facility in a network lo-
cated at some nodex at time t and some neighbor node
y ∈ Sx, if the facility moves to nodey, then cost reduction is
achieved, i.e.,Ct+1 < Ct, provided thatΛ

(

T x
t \ Iy(T x

t )
)

<
Λ

(

Iy(T x
t )

)

.
The proof of Theorem 1 can be found in Appendix B.

Motivated by Theorem 1, the following migration policy
is proposed, referred to hereafter asMigration Policy S to
emphasize the use of strictly local information (i.e.,S) and to
distinguish it from other migration policies proposed later in
this paper.

Definition of Migration PolicyS: For a facility located at
some nodex at time t, the facility is moved from nodex
to some neighbor nodey at time t iff Λ

(

T x
t \ Iy(T x

t )
)

<
Λ

(

Iy(T x
t )

)

.
According to Migration PolicyS and in view of Theorem

1, it is easy to conclude that every movement of the facility
results in cost reduction.

B. Multiple Facilities

The following theorem shows that under Migration Policy
S, overall cost reduction is always achieved (i.e.,Ct+1 < Ct),
whatever the number of facilities in the network.

Theorem 2:In a network of more than one facilities, if
a facility located at some nodex at time t moves under
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Migration PolicyS to some neighbor nodey, thenCt+1 < Ct.
The proof of Theorem 2 can be found in Appendix C.

Moving a facility under Migration PolicyS and achieving
overall cost reduction does not necessarily mean that the
facility will eventually reach the optimal position (i.e.,the
solution of thek-median problem) that minimizes the overall
cost. This is guaranteed (as shown next) for unique shortest
path tree topologies (e.g., trees) and for a single facility.

Theorem 3:In a network consisting of a unique shortest
path tree, a single service facility always arrives at the op-
timal location under Migration PolicyS, assuming a static
environment.
The proof of Theorem 3 can be found in Appendix D.

Unique shortest path tree topologies (e.g., trees) are not
uncommon; in fact, trees are formed frequently as a result
of routing protocols in dynamic environments (e.g., mobilead
hoc networks [6]). In addition, the presence of a single service
facility within certain network boundaries is also frequent.
Consequently, the results of Theorem 3 apply to many real
cases. Migration PolicyS is also useful for environments
that do not comply with the previous conditions, since it
allows for cost reduction (even though not necessarily for cost
minimization) based on strictly local information.

V. SERVICE M IGRATION BASED ON ONE-HOP LOCAL

INFORMATION

Suppose that at timet a single facility is located at nodex
and moves to neighbor nodey. If the shortest path tree of root
nodey is different from that of root nodex (i.e.,T y

t+1 6= T x
t ),

then this indicates that some nodes have preferred ashortcut,
i.e., a shortest path towards the new facility nodey that is
shorter than that towards nodex plus the weightw(x, y) (fur-
ther details about shortcuts are given next). Migration Policy
S fails to capture the potential cost reduction caused by the
aforementioned shortcuts and decide on a facility movement
that would eventually allow for further cost reduction. The
aim of this section is to overcome this limitation of Migration
Policy S using information that is available at the neighbor
nodes (one-hop) of a facility node by permitting tentative
movements of the facility to these nodes and reducing that
way the impact of the (unknown) shortcuts.

Consider the facility movement0
t
−→ 1 depicted in Figures

1.a and 1.c. It easy to see that there exist nodes whose distance
from the facility remains the same, or increases, or decreases.
In that example, nodes3 and 5 have chosen a shortcut to
implement the new shortest path towards the (new) facility
node (node3 is a neighbor of the new facility node and node
5 utilizes the path through node3, instead of the one through
node6). Note that when the facility was located at node0,
the existence of these shortcuts was not known to node0; this
is basically the reason why Migration PolicyS is unable to
foresee the corresponding cost reduction (it assumes that node
3 will utilize path {(3, 6), (6, 0), (0, 1)} instead of link(3, 1),
and that node5 will utilize path {(5, 6), (6, 0), (0, 1)} instead
of path{(5, 3), (3, 1)}, which is a safe worst-case assumption).

In view of the above discussion, letΦ
x

t−→y
denote the set

of nodes ofT x
t \ Iy(T x

t ) utilizing a shortcut towards the new

facility node (i.e., nodey at timet + 1). Basically, the reason
for some nodev to utilize a shortcut is that the distance
towards the new facility nodey over this shortcut (i.e.,d(v, y))
is smaller than that utilizing the previous path towards the
(previous facility) nodex (i.e., d(v, x)) plus the weight of
link (x, y) (i.e., w(x, y)). More formally:

Φ
x

t−→y
= {v : v ∈ T x

t \I
y(T x

t ) andd(v, y) < d(v, x)+w(x, y)}.

(4)
In the previous example,Φ

0
t−→1

= {3, 5}.

A. Cost Reduction and Tentative Facility Movements

Lemma 2:For a single facility in a network and facility
movementx

t
−→ y, Ct+1 < Ct is satisfied iff:

(

Λ
(

Iy(T x
t )

)

− Λ
(

Ix(T y
t+1)

)

)

w(x, y)

>
∑

∀v∈Φ
x

t−→y

λv

(

d(v, y) − d(v, x)
)

. (5)

The proof of Lemma 2 is similar to the proof of Lemma 1.
Based on the paradigm of Migration PolicyS that was

proposed after Theorem 1, another policy could be proposed
based on Lemma 2, requiring knowledge ofΛ

(

Iy(T x
t )

)

,
Λ

(

Ix(T y
t+1)

)

, w(x, y) and
∑

∀v∈Φ
x

t−→y

λv

(

d(v, y)− d(v, x)
)

.

Λ
(

Iy(T x
t )

)

and w(x, y) are available at timet at nodex.
On the other hand,Λ

(

Ix(T y
t+1)

)

, which is available at node
y at time t + 1, could be made available after a tentative
facility movement to nodey and then moving back to the
previous facility nodex before deciding if a (permanent)
facility movementx

t+2
−−→ y should take place. However,

∑

∀v∈Φ
x

t−→y

λv

(

d(v, y)−d(v, x)
)

is not known either at node

x or nodey at any time. Eventually, the condition of Lemma
2 requires information that is not locally available.

B. Service Migration in Topologies of Equal Link Weights

The main objective of the analysis next is to simplify the
right term of Lemma 2 using information that is available
at least one hop away from the facility node (i.e., term
∑

∀v∈Φ
x

t−→y

λv

(

d(v, y) − d(v, x)
)

). The objective is not to

determineΦ
x

t−→y
or

(

d(v, y) − d(v, x)
)

, which are based on

non-local information, but rather to exploit the aforementioned
tentative facility movements in such a way that the right term
of Lemma 2 becomes obsolete (i.e.,0). This is possible in
topologies with equal link weights (normalized to1 here), as
shown analytically next.

Topologies with equal link weights (e.g.,w(u, v) = 1,
∀(u, v) ∈ E) may be considered as a worst case scenario
with respect to shortcuts (provided that the topology is nota
tree). In particular, equal link weights allow for an increased
number of alternative paths in the network, which on the event
of a facility movement are likely to be utilized (i.e., shortcuts),
resulting inΦ

x
t
−→y

6= ∅, for some facility movementx
t
−→ y.

In these topologies,Φ
x

t−→y
can be analyzed further as follows.

Lemma 3:For a single facility in a network of link weights
equal to1 and a facility movementx

t
−→ y, for some nodey ∈



6

Sx, then for any nodev ∈ Φ
x

t−→y
, eitherd(v, y)−d(v, x) = 0

or d(v, y) − d(v, x) = −1.
The proof of Lemma 3 can be found in Appendix E.

Let Φ0

x
t−→y

denote the subset of nodesv ∈ Φ
x

t−→y
for which

d(v, y) − d(v, x) = 0, andΦ−1

x
t−→y

denote the subset of nodes

v ∈ Φ
x

t−→y
for which d(v, y) − d(v, x) = −1. Φ

x
t−→y

=

Φ0

x
t
−→y

∪ Φ−1

x
t−→y

and Φ0

x
t
−→y

∩ Φ−1

x
t−→y

= ∅. In the example

presented in Figure 1.a and the facility movement0
t
−→ 1,

as depicted in Figure 1.c,Φ0

0
t−→1

= {5} (d(5, 0) = 2 and

d(5, 1) = 2) andΦ−1

0
t−→1

= {3} (d(3, 0) = 2 andd(3, 1) = 1).

It is possible to simplify the right term of Lemma 2 since
by definition, for anyv ∈ Φ0

x
t−→y

, d(v, y) − d(v, x) = 0. The

following lemma exploits tentative facility movements to allow
for further simplification.

Lemma 4:For a single facility in a network of link weights
equal to1 located at nodex at time t and tentative facility
movementsx

t
−→ y and y

t+1
−−→ x, for some nodey ∈ Sx, if

x
t+2
−−→ y takes place, thenΦ−1

x
t+2

−−→y
= ∅.

The proof of Lemma 4 can be found in Appendix F.
Theorem 4:For a single facility in a network of link

weights equal to1 located at nodex at timet, cost reduction
is achieved for facility movementx

t+2
−−→ y, y ∈ Sx iff

Λ
(

Ix(T y
t+1)

)

< Λ
(

Iy(T x
t+2)

)

, after tentative facility move-

mentsx
t
−→ y andy

t+1
−−→ x.

The proof of Theorem 4 is based on Lemmas 2 and 4 and
the fact that shortest path treeT y

t+3 is identical toT y
t+1, since

there is a single facility.
Motivated by Theorem 4, the following migration policy

is proposed for topologies of equal link weights, referred to
hereafter asMigration Policy E.

Definition of Migration PolicyE: For a facility located at
nodex at time t, the facility is moved from nodex to the
neighbor nodey at timet+2, if Λ

(

Ix(T y
t+1)

)

< Λ
(

Iy(T x
t+2)

)

,

after tentative facility movementsx
t
−→ y andy

t+1
−−→ x.

Migration Policy E is capable of moving a single facility
repeatedly until the end of a monotonically cost decreasing
path for topologies of equal link weights, as ensured by
Theorem 4 (cost reduction is achieved iffΛ

(

Ix(T y
t+1)

)

<
Λ

(

Iy(T x
t+2)

)

is satisfied, or, according to the definition of
Migration PolicyE, iff a facility movement takes place under
Migration Policy E). The previous inequality is based on
aggregate service demands information that is locally available
at the candidate new facility nodey after a tentative facility
movement to nodey from the current facility nodex (i.e.,
Λ

(

Ix(T y
t+1)

)

) and locally available at nodex after the tentative
facility movement back to nodex (i.e., Λ

(

Iy(T x
t+2)

)

).

C. Hybrid Policy

As the tentative movements associated with Migration
Policy E introduce overhead (two facility movements per
neighbor node), a hybrid policy is proposed here that combines
Migration Policy S and E so that tentative movements are
avoided whenever possible.

Lemma 5: In topologies of a unique shortest path tree and
a single facility, Migration PoliciesS andE permit the same
facility movements. For any other topology of equal link
weights, if a facility movement is permitted under Migration
Policy S, then it is also permitted under Migration PolicyE.
The reverse is not always true.
The proof of Lemma 5 can be found in Appendix G.

This lemma motivates the following proposed (hybrid)
Migration PolicyH .

Definition of Migration PolicyH : A facility moves in the
network under Migration PolicyS as far as possible, then it
is moved under Migration PolicyE. The facility stops if it
cannot move under any of the aforementioned policies.

It should be mentioned that the end of a monotonically
cost decreasing path is not necessarily the optimal position
except for unique shortest path tree topologies and a single
facility. In all other cases, a facility may stop away from the
optimal position simply because there is a local minimum of
the overall cost at that facility node. If the optimal position is at
the end of the monotonically cost decreasing path, the facility
will arrive at the optimal position and remain there (under
Migration Policy S, E or H) as long as network conditions
do not change.

VI. SIMULATION RESULTS

A simulation tool was written in programming language
C for creating network topologies (trees, grids, geometric
random graphs [41], Erdős-Rényi random graphs [42], and
Albert-Barabási graphs [43]) and implementing the migration
policies. The goal of the simulations presented here is twofold:
(a) to illustrate the behavior of the migration policies andshow
their accordance with the analytical study; (b) to capture cases
not analytically studied (e.g., response to dynamic changes).
For this reason, these results are not averaged over many
experiments but rather the outcome of individual simulation
experiments. Averaging would have given a macroscopic view
(which is already covered by the analysis) but it would have
missed the idiosyncrasies of the migration policies.

In all the results presented in this section, the initial position
for the facilities is randomly chosen (and remains the same
for all experiments concerning the same topology). Timet
corresponds to facility movements and starts at timet = 1 in
each case.

Figure 2 presents simulation results under Migration Policy
S. In Figure 2.a (tree topology of100 nodes and equal link
weights), all three curves ofat are monotonically decreasing.
This is consistent with Theorem 1 and Theorem 2 (facilities
are moving to neighbor nodes of smaller overall cost). When
the cost cannot be further reduced, the facility stops moving.
For a single facility, the approximation ratio becomes1 (i.e.,
optimal position, also captured by Theorem 3) at time6 (i.e.,
after 6 movements of the facility). For two facilities, facility
movements stop at time6; at this last movementa6 > 1,
implying that they did not arrive at the optimal positions (the
analysis did not provide any guarantee for that). For three
facilities, facility movements stop at time9 where a9 = 1,
implying that the facilities arrived (and remained) at their op-
timal positions. Note that according to the analysis (Theorem
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Fig. 2. Migration PolicyS in tree and grid topologies of100 nodes.

2), under Migration PolicyS, if facilities do move, overall cost
reduction is always achieved while they may or may not finally
arrive at the optimal positions. In Figure 2.b (grid topologies
of 100 nodes and equal link weights), as before, all facilities
move along a monotonically cost decreasing path. However,
they fail to arrive at the optimal positions (at > 1 in all cases).
It is possible to arrive at the optimal positions but this is not
guaranteed, as indicated by the analytical results.

Figure 3 presents simulation results under Migration Poli-
cies E and H . In Figure 3.a (Migration PolicyE), for a
single facility, a30 = 1. Note thata24 = 1, which means
that the facility has moved to the optimal position as soon
as time24. However, it takes6 more time units (i.e., time
t = 30) for the facility to stop moving due to tentative
movements under Migration PolicyE. This overhead due to
tentative facility movements is more obvious when compared
to Migration PolicyS (e.g., in Figure 2.b, facility movements
stop at time7 instead of30). For two or three facilities, it is
interesting to note that under Migration PolicyE, the overall
cost does not necessarily decrease (e.g., around time28, the
approximation ratio increases and decreases in both cases).
Recall that according to the analysis, a monotonically cost
decreasing path is followed under Migration PolicyE for a
single facility and topologies of equal link weights.

Figure 3.b presents results under Migration PolicyH for a
single facility. This case is better suited for Migration Policy E
and, consequently, Migration PolicyH . Note thata7 ≈ 1.1 is
achieved as a result of Migration PolicyS (see the resemblance
of the curve depicted in Figure 2.b for a single facility). After
some additional time, tentative movements to neighbor nodes
take place under Migration PolicyE (which is resumed after
the facility stopped moving under Migration PolicyS) and the
facility stops at the optimal position, which in this run occurred
at t = 20. It is interesting to see that under Migration Policy
H (Figure 3.b), the facility moves to the optimal position in
less time (a20 = 1) than under Migration PolicyE (a30 = 1).
This considerable saving in time (or number of movements)
is due to the initial employment of Migration PolicyS, which
requires no tentative facility movements. Therefore, under
Migration Policy H , both time and facility movements are
saved when compared to Migration PolicyE.

Tree and grid topolgies served well so far the purposes
of demonstrating the particulars of the proposed migration
policies and confirming the analytical results. In the sequel,

migration is studied considering morerealistic topologieslike
geometric random graphs (suitable for studying mobile ad
hoc networks [41]), Erdős-Rényi random graphs (suitablefor
comparison reasons [42]), and Albert-Barabási graphs (power-
law graphs that model many modern networks including the
Internet [43]), in dynamically changing environments. More
specifically, geometric random graphs are created considering
a connectivity radiousrc = 0.21 around each node in the
square plane[0, 1] × [0, 1], Erdős-Rényi random graphs con-
sidering connectivity probabilitypc = 0.1 and Albert-Barabási
based on preferential attachment [43].

Figure 4.a presents simulation results under Migration Pol-
icy S for various network sizes. Link weights are equal,
which is a worst-case scenario under Migration PolicyS. Let
T denote termination timeand let aT correspond toat at
termination time. Based on Figure 4.a, it is observed that the
approximation ratio is not affected as the network size in-
creases. It is also interesting to observe that the approximation
ratio remains below1.5, which is small considering the fact
that equal link topologies do not allow for significant improve-
ments under Migration PolicyS. When Migration PolicyE
is employed for topologies such as those depicted in Figure
4.a, the approximation ratio is improved. However, the price
to pay is the increased number of tentative facility movements
and eventually the increased time delay (as depicted in Figure
4.b). It is obvious that termination timeT increases asN
increases for the realistic network topologies consideredhere,
and therefore, prohibitive for the use of either Migration Policy
E or H for large values ofN .

The response to dynamically changing network environ-
ments is also investigated. In order to capture this effect
using simulations, the previously described topologies are once
again considered in an environment in which service demands
change every time unit for a fraction of the network nodes,
thus forcing changes in the optimal facility positions. Letβ be
the fraction of the network nodes that at each time unit keep
unchanged their service demands. The rest (i.e.,(1 − β)N )
of the nodes set their own service demands to 1.0 (i.e., heavy
service demands).

Figure 5 presents simulation results under Migration Policy
S (the approximation ratio as a function ofβ). at is the
averaged value of the approximation ratioat over time,
without taking into account the values corresponding to the
initial convergence period in each case. Figure 5.a and Figure
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5.b illustrate thatat does not dramatically change despiteβ.
This is basically attributed to the fact that under Migration
Policy S, facilities move immediately (i.e., without the need
for any tentative facility movement) to more effective posi-
tions. If Migration PolicyE (or H) was used, the need for
tentative movements would have been prohibitive because by
construction, this policy assumes that the network environment
remains static as long as tentative facility movements take
place. Given that Migration PolicyE (and H) can be used
only for one service facility and topologies of equal link
weights, it is obvious that this policy is applicable to a narrow
range of network environments, whereas Migration PolicyS
is applicable to all of network environments.

By comparing the results depicted in Figure 5.a and Figure
5.b, it is also interesting to observe that for two facilities:
(a) for geometric random graphs,at slightly increases; (b)
for Erdős-Rényi random graphs,at remains about the same;
and (c) for Albert-Barabási random graphs,at decreases. The
obvious conclusion is that depending on the topology, an
increment of the number of facilities may eventually resultin
different values for the approximation ratio under migration.

In summary, in any (connected) topology and for any
number of facilities moving under Migration PolicyS, cost
reduction is achieved. For topologies with equal link weights
yielding multiple shortest path trees, a single facility and a
static environment, Migration PolicyH is capable of improv-
ing on the performance of Migration PolicyS, by invoking
Migration PolicyE when the former cannot yield any further
improvement. In addition, Migration PolicyH is faster than
Migration PolicyE. In realistic topologies, it becomes obvious
that as the network size increases, the overhead due to the
tentative facility movements under Migration PoliciesE and

H becomes prohibitive and Migration PolicyS becomes the
obvious choice. Moreover, in response to dynamic network
changes, Migration PolicyS is more effective due to its
capability to move facilities to more effective positions almost
immediately.

VII. C ONCLUSIONS

Service migration was explored in this paper as a way
of addressing the service placement problem in large scale
and dynamic (autonomic) networking environments. Unlike
classical approaches that require the knowledge of global
network topology and detailed service demands, the proposed
approach requires only local topology information (neighbors
of the service hosting node) and aggregate service demands
that become readily available to the service hosting node.
Furthermore, as the network conditions change, one of the
three migration policies presented here (Migration Policy
S) inherently incorporates these changes in determining the
migration path to follow in each step, as opposed to requiring
to take a snapshot of the environment (network topology and
service demands) at a certain time and to solve the correspond-
ing large optimization problem (classical approach).

Regarding future work, as new network environments ap-
pear (e.g., social networking) and more services emerge,
numerous facilities belonging to different services may even-
tually reside in a small number of (cost-effective) nodes
resulting in problems like denial of service, single point of
failure, energy consumption and fairness. In order to deal
with these emerging environments, service migration should
be further enhanced with the appropriate mechanisms to avoid
concentration of numerous facilities of different services at the
same nodes. Furthermore, future work should focus on real
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topology and service demands scenarios (e.g., input from real
traces) and on the implementation of a testbed to be able to
evaluate further on the applicability of the proposed policies.
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APPENDIX

A. Proof of Lemma 1

With respect to some nodey, the distance from any
node v over any shortest path ofT y

t+1, is smaller than
or equal to the distance over a shortest path of any other
shortest path tree of different root (e.g.,T x

t ). Therefore,
d(v, y) ≤ dT x

t (v, y), ∀v ∈ V , and based on Equation (1),
Ct+1(y) ≤ C

T x
t

t+1(y). The equality holds for the particular
case thatT y

t+1 = T x
t , as it is the case for unique shortest

path tree topologies. For any nodev ∈ Iy(T x
t ), dT x

t (v, y) =
d(v, x) − w(x, y), while for any nodev ∈ T x

t \ Iy(T x
t ),

dT x
t (v, y) = d(v, x)+w(x, y). From the above and in view of

Equations (1) and (2), it is derived that,C
T x

t

t+1(y) − Ct(x) =
−

∑

∀v∈Iy(T x
t ) λvw(x, y) +

∑

∀v∈T x
t \Iy(T x

t ) λvw(x, y) =

(Λ(T x
t \ Iy(T x

t )) − Λ(Iy(T x
t )))w(x, y).

B. Proof of Theorem 1

Based on Lemma 1 and the fact thatw(x, y) > 0, when
Λ(T x

t \ Iy(T x
t )) < Λ(Iy(T x

t ), it is ensured thatCT x
t

t+1(y) <

Ct(x). SinceC
T x

t

t+1(y) ≥ Ct+1(y), Ct+1(y) < Ct(x) is also
satisfied. Given that there is a single facility in the network,
Ct+1 < Ct is also satisfied.

C. Proof of Theorem 2

Let ft(v) denote the facility node corresponding to some
network nodev at time t. Let Z be a set of nodes such
that, Z = {z : ∀z ∈ V and ft+1(v) 6= ft(v)}. The
case of Z = ∅ is trivial to prove based on Theorem 1.
For the case thatZ 6= ∅, let C′

t+1 represent ahypothetical
overall costat time t + 1, assuming all nodesv ∈ Z forced
to continue to be served by the same facilities as it was
the case at timet (i.e., Kt instead of Kt+1). Based on
the definition of the hypothetical costCT x

t

t+1(y) in Section

IV, C′
t+1 =

∑

∀x∈Kt
C

T x
t

t+1(y). For all facility movements

x
t
−→ y, x ∈ Kt and y ∈ Kt+1, under Migration Policy

S, Ct(x) > C
T x

t

t+1(y) is satisfied, or, by summing up for

all facility nodes,Ct >
∑

∀x∈Kt
C

T x
t

t+1(y) = C′
t+1. Then,

Ct+1 = C′
t+1 +∆, where∆ is the cost difference contributed

by those nodesv ∈ Z (cost contributed using the new facilities

minus the cost contributed using the previous facilities),or,
∆ =

∑

∀v∈Z λvd(v, ft+1(v)) −
∑

∀v∈Z λvd(v, ft(v)). How-
ever, d(v, ft+1(v)) < d(v, ft(v)), (smaller distances force
nodesv ∈ Z to utilize new facilities). Therefore,∆ < 0,
and consequently,Ct+1 < C′

t+1. Eventually,Ct+1 < Ct.

D. Proof of Theorem 3

The cost corresponding to the facility located at some node
v and the facility located at the optimal position (e.g., nodeu),
can be shown as monotonically increasing by the number of
hops away from the optimal position in a topology of a unique
shortest path tree, [3]. This is due to the fact that the aggregate
service demands – corresponding to the particular neighbor
(of the facility) node that is towards the optimal position –
monotonically increase. Since there is a unique shortest path
tree, the facility will always move to nodes of lower overall
cost (Theorem 1).

E. Proof of Lemma 3

Sincew(x, y) = 1, it appears that for any nodev ∈ Φ
x

t−→y
,

d(v, y)−d(v, x) < 1. Note that when the service is located at
nodex at time t, d(v, y) − d(v, x) ≥ −1. Given thatd(v, y)
andd(v, x) take discrete values, both previous inequalities are
satisfied for,d(v, y) − d(v, x) = 0, or, d(v, y) − d(v, x) = 1.

F. Proof of Lemma 4

Based on the migration rule,Φ
y

t+1

−−→x
∩ Φ−1

x
t−→y

= ∅. The

next step is to show that there is no nodev ∈ Φ
x

t+2

−−→y
, such

thatd(v, y)−d(v, x) = −1. Assume that there is a nodev such
that v ∈ Φ

x
t+2

−−→y
, andd(v, y) − d(v, x) = −1. Since this is

valid for the facility movementx
t+2
−−→ y, it should have been

valid for x
t
−→ y as well. Given that,Φ

y
t+1

−−→x
∩ Φ−1

x
t−→y

= ∅,

when the facility returns to nodex, v ∈ Iy(T x
t+2). Sincev /∈

T x
t+2 \ Iy(T x

t+2), thenv /∈ Φ
x

t+2

−−→y
, which is a contradiction.

Eventually,Φ−1

x
t+2

−−→y
= ∅.

G. Proof of Lemma 5

For a facility movementx
t
−→ y under Migration Policy

S, it is enough to prove that under Migration PolicyE, the
facility will also move to nodey at time t + 3 (taking into
account the tentative movements). Under Migration PolicyS,
Λ

(

T x
t \I

y(T x
t )

)

< Λ
(

Iy(T x
t )

)

is satisfied. It is enough to show
that the condition of Migration PolicyE (i.e.,Λ

(

Ix(T y
t+1)

)

<
Λ

(

Iy(T x
t+2)

)

) is also satisfied. Due to the migration rule,
Iy(T x

t ) ⊂ Iy(T x
t+2), or, Λ

(

Iy(T x
t )

)

< Λ
(

Iy(T x
t+2)

)

. Given
that T x

t \ Iy(T x
t ) = Ix(T y

t+1) ∪ Φ
x

t−→y
, Ix(T y

t+1) ⊆ T x
t \

Iy(T x
t ) (the equality holds for those cases thatΦ

x
t−→y

= ∅).

Therefore,Λ
(

Ix(T y
t+1)

)

≤ Λ
(

T x
t \Iy(T x

t )
)

, is satisfied. Since
Λ

(

T x
t \ Iy(T x

t )
)

< Λ
(

Iy(T x
t )

)

, Λ
(

Ix(T y
t+1)

)

< Λ
(

Iy(T x
t+2)

)

is also satisfied. The reverse of the lemma’s hypothesis is true
for those cases thatΦ

x
t−→y

6= ∅.
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1 Introduction

A plethora of network protocols requiring information dissemination (such as
routing broadcasting, content discovery etc) are based on traditional flood-
ing since its early introduction, [1]. Traditional flooding is capable of sending
messages and traversing all network links and all network nodes in any con-
nected network topology in a small number of (time) steps and it is simple and
easy to implement in a distributed fashion. The inherent simplicity of tradi-
tional flooding as well as its guaranteed success in disseminating information
everywhere, have been two of the main reasons for its wide-spread protocol in-
stantiations. However, by traversing all network links, the number of messages
forwarded in the network is (asymptotically) of the order of the number of the
network links (actually, more than the number of network links and less than
twice this number). Therefore, even though termination time (that is, the time
required to outreach all network nodes) is small (equal to the eccentricity of
each node and upper bounded by the network diameter), the aforementioned
increased number of messages is prohibitive in modern network environments
that are typically large-scale with respect to the number of nodes and network
links.

Typical examples of a large-scale modern network environment are Peer-to-
Peer (P2P) networks, [2], which, following the Napster legacy, [3], offer to
network users huge amounts of content of, basically, delay tolerant services
(e.g., files). While, the underlying structure present in structured P2P net-
works facilitates reaching the nodes with relatively low delay and message
overhead, [2], [4], [5], [6], the problem of disseminating information is a major
challenge in unstructured P2P networks, (e.g. Gnutella, [7]), as there is no
structure to take advantage of and support the design of an effective scheme.
As a result, a brute-force approach is followed, typically implemented through
resource wasteful approaches such as traditional flooding and some of its mes-
sage reducing variations, [2], [7], [8], [9], [10], [11]. For example, in Gnutella,
[7], controlled flooding is employed for searching purposes restricting message
flooding to a small number of L hops around the node that has initiated the
search. Such an approach – referred to hereafter as L-flooding – is scalable
in terms of the number of messages for small values of L but, at the same
time, it reduces the covered network area; the use of this approach would re-
duce the probability of success for the searching process in [7], particularly in
large-scale networks.

Message reduction during an information dissemination process is a key goal

Architecture) (IST-27489), SOCIALNETS (IST-217141) and the PENED 2003 pro-
gram of the General Secretariat for Research and Technology (GSRT) co-financed
by the European Social Funds (75%) and by national sources (25%).
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in many protocol designs, [12], [13]. The idea of reducing the messages of tra-
ditional flooding by forwarding a message to neighbors probabilistically (with
some forwarding probability) and not deterministically lays behind probabilis-
tic flooding, [14], [15], [16], [17], [18], [19], [20]. There is clearly a trade-off
between the induced total number of messages and the network coverage (i.e.,
the fraction of network nodes reached by such messages): the smaller the for-
warding probability, the smaller the message overhead and the smaller the
network coverage.

The work presented here investigates probabilistic flooding when the underly-
ing network is a random graph, [21], and aims at designing such a scheme in a
way that the aforementioned trade-off is effectively managed. That is, achieve
high network coverage with a relatively small number of messages. Analytical
tools and results, borrowed from random graph theory, [21], [22], [23], [24],
[25], [26], are considered for analyzing probabilistic flooding and comparing
its performance against traditional flooding. Even though it has been shown
that some networks do not follow the random graph model but rather power-
law models, e.g., [23], [24], it is still valid that many useful results may be
extracted after studying random graph topologies, e.g., [17], [27], [28].

One of the main contributions of this work is establishing a connection between
random graphs and the probabilistic flooding network ; the latter is defined to
be the network consisted of the (sub)set of links and nodes of the underlying
random graph network that are traversed by the messages under the proba-
bilistic flooding. This allows for the subsequent study of probabilistic flooding
in random graph topologies based on analytical tools borrowed from random
graph theory.

Another contribution of this work is the derivation of (asymptotic) analytical
expressions on the appropriate value of the forwarding probability, defined to
be the value for which the probabilistic flooding network consists (with high
probability) of a certain number of network nodes (e.g., all network nodes)
using the smallest possible number of messages. The case of reaching all net-
work nodes – which is equivalent to full network coverage or global network
outreach – is extensively studied here.

The (asymptotic) analysis has shown a significant decrease with respect to the
number of messages, reduced from the order of Θ(N2) (i.e., traditional flood-
ing) to the order of Θ(N ln(N)) (i.e., probabilistic flooding) in random graph
topologies of N nodes, for the case of global network outreach. Furthermore,
as it is analytically shown in this paper, the price paid for this reduction is
(a) an increase of the time required to cover a certain network area; (b) any
network coverage (e.g., global node outreach) is achieved with high probability
under probabilistic flooding as opposed to certainty under traditional flooding.
These analytical findings are supported by simulation results.
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The analytical study has been extended to the case of L-coverage, achieved
when no node is away from a reached node by more than L- hops. This notion
of coverage (yielding overhead savings) is applicable to various practical cases
such as when a supplementing L-hop flooding (for small L) allows every node
to obtain the disseminating information, as it is the case under Gnutella men-
tioned before. The cases of L = 0, L = 1 and L = 2 are studied here (the case
of L = 0 is equivalent to global network outreach mentioned before) and it
is analytically shown that there is a significant reduction with respect to the
number of messages when probabilistic flooding is employed and an L- cov-
erage is targeted. Given the small-world phenomenon in random graphs (i.e.,
significantly small diameters even for large network sizes), [22], [26], larger
values of L would have been significantly close to the network diameter for
network sizes of 10000 nodes (as it will be mentioned in Section 6, the sim-
ulation program had memory and performance limitations for network sizes
greater than 10000 nodes). For example, when L is equal to the network di-
ameter, information dissemination is obsolete since all nodes are by definition
less than or equal to L-hops away from any node, and thus from the source
node as well. Such a case is investigated at the simulations section.

Simulation results confirm the analytical findings of this paper and at the same
time explore various aspects not covered by the analysis. In particular, it is
shown that the probabilistic flooding network is (asymptotically) “bounded”
by two random graphs and that savings under probabilistic flooding are sig-
nificant when compared to traditional flooding (or controlled flooding in the
case of L = 1, 2 for fairness issues as it is explained in more detail in the
simulations section). On the other hand, it is shown that termination time
does increase (even though at a smaller rate compared to message savings) as
it is also expected by the analysis.

In the following section, past related works are presented and particularly
those mostly related to this paper. Section 3 summarizes important results
from random graph theory that will be used throughout this work. Section
4 presents the probabilistic flooding scheme and discusses its relevance to
random graphs. Analytical (asymptotic) results are presented in Section 5,
and simulation results in Section 6. The conclusions are drawn in Section 7.

2 Past Related Work

The effectiveness of most of the works (including the one presented in this
paper) attempting to reduce the number of messages sent in a network, is fre-
quently established through comparison with traditional flooding. Approaches,
like random walkers, e.g., [8], [10], may be seen as an entirely different class
which -while typically achieving low message overhead- results in large net-
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work cover times. Hybrid probabilistic schemes (e.g., a local flooding process
initiated after a random walk) have also been proposed and analyzed, [10], as
well as other schemes that adapt the employed values of L for L-flooding in a
probabilistic manner, [11]. Another modification, [9], allows for network nodes
to selectively forward messages to their neighbors, thus significantly reducing
the number of messages in the network. Other approaches for filling the gap
between random walkers and traditional flooding have also been proposed.
For example, in [29] replicated random walker strategies have been studied
for various network topologies. Gossip strategies, under which messages are
forwarded based on local information, e.g., [12], [30], [31], [32], [33], [34], [35],
have also been on the edge of this research area for many years, e.g., for the
design of network protocols.

Probabilistic flooding has attracted considerable attention since its introduc-
tion, basically for providing scalable dissemination information approaches in
modern large-scale environments like P2P networks, e.g., [14], [15], [16]. Even
though – as already mentioned – its main disadvantage with respect to tra-
ditional flooding is its probabilistic nature, it may be employed in cases that
probabilistic guarantees are affordable given the subsequent savings with re-
spect to the number of messages. These trade-offs have been the focus of recent
studies, e.g., [18], [19], [20].

The most relevant works to the work presented here are those in [19] and [20].
In [19], Stauffer and Barbosa compare probabilistic flooding against a proposed
heuristic flooding that instead of employing a fixed forwarding probability for
all network nodes – as it is the case under probabilistic flooding – it adapts
accordingly based on a heuristic rule. In [20], Crisostomo, Schilcher, Bettstet-
ter and Barros, consider random graph topologies and – based on dominating
set properties – provide for suitable values of global network outreach based
on both analytical and simulation results.

Both [19] and [20] mention the relevance between random graphs and prob-
abilistic flooding in random graph topologies. However, none of these ap-
proaches either investigate this further or exploit this in their work, as it
is the case in this paper. Furthermore, the work in this paper focuses in more
general cases than global network outreach with respect to covering (notion
of L-coverage), that allow for further reduction of the messages forwarded in
the network.

3 The Random Graph Model

A network topology is typically represented by a graph G defined in terms
of a set of nodes V(G) and a set of (bidirectional) links E(G) connecting
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pairs of nodes in V(G). Let the number of nodes in the network be denoted
by N (N = |V(G)|, where |X| corresponds to the number of elements of a
certain set X). Random graphs, mainly introduced by the pioneering work of
P. Erdős and A. Rényi, [21], have certain properties that are useful in shedding
light on the particulars of various networks like the Internet, social contact
networks, biological networks, web-page networks etc., [23], [24]. For most
of the cases, random graphs have been considered for studying topological
aspects of these networks (e.g., the average number of neighbors, the diameter
of the network, the emergence of the giant component etc.). In this work,
random graphs and their properties are used for understanding and analyzing
the information dissemination network created after performing probabilistic
flooding in random graph network topologies.

In the random graph literature there are two basic models (the binomial and
the uniform) for representing a random graph of N nodes. The first model –
denoted as G(N, p(N)) – assumes a certain probability p(N) for selecting each

link out of the
(

N
2

)
possible links to become part of the particular random

graph G(N, p(N)) (in order to simplify the notation, in the sequel G(N, p)
will be used instead of G(N, p(N))). Under the second model, a graph of N

nodes and M links is uniformly chosen out of the
(
(N

2 )
M

)
possible different

graphs of N nodes and M links and is denoted as G(N, M). Both models

are asymptotically equivalent provided that p(N)
(

N
2

)
is close to M , [26], [22].

For the rest of this paper, the binomial model G(N, p) is considered. For this

model, the expected number of links is equal to p(N)
(

N
2

)
and therefore, in

order to ensure the equivalence of both previous models, it is assumed that
p(N)

(
N
2

)
≈ M . Furthermore, it is also assumed that N is significantly large

(e.g., such that p(N)(N−1) ≈ p(N)N is satisfied), which is a basic assumption
in the literature of random graphs, e.g., [22], [26].

Based on the previously mentioned model description, it is easily derived that
for p(N) = 0, there are no links in the resulting graph (M = 0) and G(N, p)
consists only of N nodes with no links among them (Figure 1.a), whereas

for p(N) = 1, the resulting graph is the complete graph (M =
(

N
2

)
). For

values of p(N) slightly higher than 0 (always under the assumption that N
is fairly large), some links start to be created among some nodes, creating
small components of a few nodes (Figure 1.b). Note that Figure 1 illustrates
the various stages of a random graph of N nodes – as probability p(N) (or
the number of links M) increases – using 2-dimension drawings for better
visualization. In general, a random graph is not expected to be a 2-dimensional
graph, [22].

For many properties of random graphs (and particularly for those useful for
the subsequent analysis of probabilistic flooding), it has been shown in the
literature that there exists a critical probability pQ(N) – for some property Q
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– such that if p(N) grows faster than pQ(N) as N increases, then G(N, p) has
property Q, otherwise it does not. More formally, [23], [25],

lim
N→∞

Pr{G(N, p) has property Q} =





0 if p(N)
pQ(N)

→ 0,

1 if p(N)
pQ(N)

→ +∞.
(1)

In the sequel and based on this definition, any argument that a random graph
has property Q is made with high probability (w.h.p.). For the rest of this
paper, the following well-known asymptotic notations will be used: (a) p(N) =

O(pQ(N)) if p(N) ≤ CpQ(N) for some constant C > 0 (limN→∞
p(N)

pQ(N)
→ 0 ⇔

O(p(N)) < O(pQ(N)), [37]); (b) p(N) = Ω(pQ(N)) if p(N) ≥ cpQ(N) for some

constant c > 0 (limN→∞
p(N)

pQ(N)
→ +∞⇔ O(p(N)) > O(pQ(N)), [37]); and (c)

p(N) = Θ (pQ(N)) if CpQ(N) ≥ p(N) ≥ cpQ(N) for some constants C, c > 0.

Note that for some property Q and p(N) such that p(N) = Θ (pQ(N)),

limN→∞
p(N)

pQ(N)
= c′, [37], where c′ is a positive constant (0 < c′ < +∞).

Therefore, the case of p(N) = Θ (pQ(N)) is not covered by the definition
given by Equation (1). The basic reason is that for p(N) = Θ (pQ(N)), the
graph passes a phase transition period, [22], [26], [23], during which it “moves”
from a state in which it does not have property Q to a state in which it does
have property Q and therefore, it is not known for certain (not even with high
probability) whether it has or not property Q. For the rest of this paper, nota-
tion p(N) = Θ (pQ(N)) is used to indicate such a phase transition with respect
to property Q (e.g., the emergence of the giant component that indicates that
the network becomes connected).

In this paper the interest is on three properties (Q0, Q1 and Q2) of random
graphs: (a) Q0: the graph is connected; (b) Q1: the graph consists of a giant
component and some isolated nodes; and (c) Q2: the giant component has

just emerged. The corresponding critical probabilities ( ln(N)
N

, ln(N)
2N

, and 1
N

,
respectively) as a function of N for each property are shown in Table 1, [22],

[26]. Note that, ln(N)
N

> ln(N)
2N

> 1
N

, for large values of N . The analysis of
probabilistic flooding in random graph topologies presented in the following
sections is based on the emergence of these three properties.

Figures 1.c and 1.d depict a 2-dimensional illustration of these properties.
In Figure 1.c, where O (p(N)) < O(pQ2(N)), the graph consists of numer-
ous isolated components. These isolated components become larger as p(N)
increases and at some point, the largest components are so large that it is
likely a new link to merge two of them resulting in a new, larger (merged)
component which, in turn, is likely to be further increased by a new link, etc.
Eventually, for p(N) = Θ (pQ2(N)) the giant component emerges, as depicted
in Figure 1.d. As p(N) increases further such that O(p(N)) > O(pQ2(N))
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Table 1
Critical Probability Functions for Properties Q0, Q1, and Q2.

Critical Probability
Function

Property Description

pQ2(N) = 1
N Q2: Emergence of giant component. Some components

are also present along with some isolated nodes.

pQ1(N) = ln(N)
2N Q1: Giant component and some isolated nodes.

pQ0(N) = ln(N)
N Q0: Connected network.

and O(p(N)) < O(pQ1(N)), the giant component increases further by con-
necting to the smaller components (i.e., graph has property Q2 and not prop-
erty Q1 w.h.p.). For p(N) = Θ (pQ1(N)), there exist only the giant compo-
nent and some isolated nodes, as depicted in Figure 1.e. Further increase of
p(N) such that O(p(N)) > O(pQ1(N)) and O(p(N)) < O(pQ0(N)) connects
the giant component to the isolated nodes (i.e., graph has property Q1 and
not property Q0 w.h.p.). Finally, the network becomes connected w.h.p. for
p(N) = Θ (pQ0(N)), as shown in Figure 1.f, and remains connected thereafter,
for O(p(N)) > O(pQ0(N)).

a. p(N) = 0. b. p(N) → 0. c. O(p(N)) < O(pQ2 (N)).

d. p(N) = Θ
(
pQ2 (N)

)
. e. p(N) = Θ

(
pQ1 (N)

)
. f. p(N) = Θ

(
pQ0 (N)

)
.

Fig. 1. An example of a random graph G(N, p) (depicted in two dimensions).

The diameter (i.e., the maximum shortest path of all pairs of nodes in the
same component) of a random graph G(N, p), denoted as D(G(N, p)), is also
important for the subsequent analysis of probabilistic flooding. For O(p(N)) >

O(pQ0(N)) is known to be proportional to ln(N)
ln(p(N)N)

, [23], [36]. For the rest of

this paper, it is assumed that D(G(N, p)) = Θ
(

ln(N)
ln(p(N)N)

)
, when O(p(N)) >

O(pQ0(N)). For the case of O(p(N)) < O(pQ0(N)) and O(p(N)) > O(pQ2(N)),
the network diameter is equal to the diameter of the giant component, (the
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network is not connected and there exists a giant component w.h.p.). Since
the number of nodes in the giant component are of the order of O(N), [26],
[23], a very rough idea about the diameter of the giant component is given
by O(ln(N)) (for this case the giant component looks mostly like a tree even
though some cycles do exist).

4 Probabilistic Flooding and Random Graphs

4.1 On Probabilistic Flooding

Under traditional flooding, messages arrive to all nodes having traversed all
network links. The total number of messages under traditional flooding can be
greater than the number of links of the network topology since either one or –
at most – two messages is possible to be forwarded over any link. Therefore,
the number of messages under traditional flooding over a network topology G
is of the order of Θ (|E|) (greater than |E| and less than 2|E|). This number
turns out to be fairly large for large N = |V(G)| resulting in the scalability
problems of traditional flooding. For instance, for a network topology modelled
as a random graph,G(N, p), the number of messages under traditional flooding

is of the order of Θ
(
p(N)

(
N
2

))
= Θ

(
p(N)N N−1

2

)
which becomes very large

for large networks. This large message overhead leads, on the other hand, to
relatively short termination time (defined as the number of time steps until
the message dissemination is completed) bounded by the network diameter
D(G(N, p)) (i.e., O(D(G(N, p))).

a. A connected Gp(N). b. A probabilistic flooding network.

Fig. 2. An example of nodes (marked with ellipses) reached by probabilistic flooding
messages and the corresponding links (marked with thick lines) that these messages
have been forwarded over.

Under probabilistic flooding, [14], the initiator node (i.e., the source of the
information to be disseminating) sends a message to each of its neighbor nodes
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with an (independent) constant forwarding probability pf (N). Any node re-
ceiving such a message forwards it to each of its own neighbor nodes (apart
from the node the message has arrived from) with probability pf (N). Clearly,
for pf (N) = 0, no messages are sent in the network, while for pf (N) = 1,
probabilistic flooding reduces to traditional flooding. As a result of probabilis-
tic flooding, a network can be defined that consists: (a) of the set of nodes
that have been reached by the messages plus the initiator node; and (b) of the
set of links over which these messages have been forwarded. This particular
network will be referred to hereafter as the probabilistic flooding network ; an
example of such a network is depicted in Figure 2. It is trivial to show (based
on the definition of probabilistic flooding) that a probabilistic flooding net-
work is actually a connected network each link of which is created as a result
of message forwarding over the corresponding network link. Let P(G(N, p), pf )
denote the probabilistic flooding network generated by applying probabilistic
flooding with probability pf (N) over network G(N, p).

An observation, that will be utilized later, is that some of the links of G(N, p)
become part of P(G(N, p), pf ) with probability pf (N) (if only one of the end
nodes receives the message from an other link and take a forwarding decision),
some with probability p̃(N) = 1− (1− pf (N))(1− pf (N)) = 2pf (N)− p2

f (N)
(if both end nodes of the link receive the message from a different than their
common link and, thus, both make an (assumed independent) decision that
each fails with probability 1− pf (N)) and some with probability 0 (if none of
end nodes receives the message).

4.2 L- Coverage of a network

The network coverage is typically defined as the fraction of network nodes
that are forwarded a message, or “covered ” by an information dissemination
process. In this paper (as also in [29]) the notion of coverage is extended
to that of L-Coverage (L an integer and L ≥ 0) referring to the portion of
network nodes which are at most L hops away from a node that has received
the message and denoted by C(L). Clearly, C(0) corresponds to the portion
of nodes that have actually received the message and if C(0) = 1 a global
outreach has been achieved. Notice that C(L) is non-decreasing with L. Notice,
also, that for traditional flooding C(0) = 1 and, thus, C(L) = 1 for any L ≥ 0
as well.

Since random graph networks have small diameters (known as the small-world
phenomenon), [23], [26], the interest is basically for coverage of L = 0, L = 1
and L = 2 and the main focus is to reduce as much as possible the number
of messages required to achieve C(L) = 1, for such values of L. It should be
mentioned that probabilistic flooding employs a probabilistic mechanism and
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therefore any claim that “a certain coverage C(L) = 1” is always made with
high probability.

4.3 Probabilistic Flooding in Random Graphs

The objective when constructing a probabilistic flooding network is to keep
the number of its links (i.e., number of forwarded messages) as low as possible,
while striving to achieve a certain coverage C(L) → 1. Clearly (and assuming
always that G(N, p) is connected), for pf (N) = 1 the probabilistic flooding
network contains all network nodes and all network links of G(N, p). That is,
P(G(N, p), 1) = G(N, p). The interest in the sequel of this section is on deter-
mining a value of pf (N) (to keep the number of messages under probabilistic
flooding low) such that C(L) = 1 w.h.p., for L = 0, 1, 2.

Given that each node of a connected network is associated with at least one
link and most likely with several, removing a link from a network does not nec-
essarily disconnect (or “remove”) an associated node as well. In other words,
the decrease in the number of nodes in a network as a result of a decrease in
the number of links is expected to be lower than the decrease in the number
of links. Consequently, it is conceivable that all network nodes continue to be
included in a network (i.e., be connected) despite the removal of a number of
links w.h.p. This observation suggests that a probabilistic flooding network
with sufficiently high forwarding probability may still keep all the nodes “con-
nected” and in the network, despite a potentially significant removal of links
due to a decision not to forward a message over such links.

In view of the above discussion it is evident that as pf (N) decreases, the
number of links in P(G(N, p), pf ) decreases as well, while the number of nodes
in P(G(N, p), pf ) decreases at a lower rate. Consequently, for a small reduction
in pf (N) below the value of 1, it is expected that all network nodes still be
included in P(G(N, p), pf ), or C(0) = 1 w.h.p. Further reduction in the value
of pf (N) will result in a further decrease in the number of network links, until
a small number of nodes of G(N, p) do not belong in P(G(N, p), pf ) (see also
Section 3). It is thus expected that there is a certain value for the forwarding
probability, denoted by pf,0(N), such that: (a) if O(pf (N)) < O(pf,0(N)), then
the probabilistic flooding network does not include all network nodes w.h.p.;
(b) if O(pf (N)) > O(pf,0(N)), then the probabilistic flooding network does
include all network nodes w.h.p.

The goal in the sequel is to derive an asymptotic expression for pf,0(N) by
utilizing properties of random graphs (those already described in Section 3),
taking into consideration that since C(0) = 1 w.h.p all network nodes are
expected to be part of the probabilistic flooding network and, in view of the
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latter and as discussed in 4.1, each of the links of G(N, p) will be included
in P(G(N, p), pf ) either with probability pf (N) or p̃(N). Thus, it is evident
that P(G(N, p), pf ) contains on average more links than G(N, p × pf ). Con-
sequently, when G(N, p× pf ) is connected w.h.p., then P(G(N, p), pf ) is also
connected w.h.p. and, thus, includes all network nodes w.h.p. Note also that
since pf (N) ≤ 2pf (N) − p2

f (N) = p̃(N); the equality holds for pf (N) = 1)
G(N, p× p̃) contains (on average) more links than G(N, p× pf ) and when the
latter network is connected the former is also connected w.h.p.

Based on the previous two observations, and assuming a certain value for
p(N), as pf (N) increases, it is expected that there will be some probability
value for pf (N) for which G(N, p × p̃) becomes connected w.h.p. As pf (N)
increases further, P(G(N, p), pf ) becomes connected (equivalently, C(0) = 1)
w.h.p. For further increment, G(N, p × pf ) also becomes connected. Conse-
quently, the particular value of pf (N) (i.e., pf,0(N) for C(0) = 1) for which
probabilistic flooding disseminates information to all network nodes (global
network outreach) is “between” the values of pf (N) for which G(N, p× p̃) and
G(N, p× pf ) become connected. This is demonstrated later in Section 6 using
simulation results.

From the discussion in Section 3 it follows that random graph G(N, p×pf ) be-
comes connected (or has property Q0) w.h.p. when p(N)pf (N) = Θ (pQ0(N)),

or pf (N) = Θ
(

pQ0
(N)

p(N)

)
. On the other hand, random graph G(N, p × p̃) be-

comes connected when p(N)p̃(N) = Θ (pQ0(N)), or p̃(N) = Θ
(

pQ0
(N)

p(N)

)
, or

pf (N) = Θ
(
1−

√
1− pQ0

(N)

p(N)

)
(since p̃(N) = 2pf (N)−p2

f (N) and O(p(N)) >

O(pQ0(N)) in order to ensure connectivity of G(N, p)), [18], [37].

An interesting result is that even though G(N, p × p̃) becomes connected for
smaller values of pf (N) when compared to G(N, p×pf ) (as already mentioned
p̃ > pf for 0 < pf < 1), these values have the same asymptotical order

and eventually, or pf,0(N) = Θ
(

pQ0
(N)

p(N)

)
as it is shown in Lemma 1. This

asymptotic result suffices for the analysis purposes in the following section
and the subsequent simulation results.

Lemma 1 Random graph G(N, p× p̃) and random graph G(N, p×pf ) become
connected for values of pf (N) of the same asymptotic order, provided that
random graph G(N, p) is connected.

PROOF. Given that random graph G(N, p) is connected, based on Equation

1, this is equivalent to p(N)
pQ0

(N)
→ +∞, or

pQ0
(N)

p(N)
< 1. It is easy to show that

pQ0
(N)

p(N)
≥ 1 −

√
1− pQ0

(N)

p(N)
is satisfied. For this, it is enough to show that
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√
1− pQ0

(N)

p(N)
≥ 1 − pQ0

(N)

p(N)
is satisfied. The latter expression is valid since

√
1− x ≥ 1− x for 0 ≤ x ≤ 1, which in this case for x =

pQ0
(N)

p(N)
.

The next step is to show that there exists some constant 0 < c ≤ 1, such

that 1−
√

1− pQ0
(N)

p(N)
≥ c

pQ0
(N)

p(N)
is satisfied. Let x =

pQ0
(N)

p(N)
. The case of x = 0

and x = 1 is trivial so the focus next is on 0 < x < 1. It is sufficient to
show that there exists a constant 0 < c ≤ 1, such that 1 − √

1− x ≥ cx,
or 1 − cx ≥ √

1− x, or, c ≤ 1−√1−x
x

. Let f(x) = 1−√1−x
x

. The first derivative

f ′(x) = 2−2
√

1−x−x
2
√

1−x
, has no solution in 0 < x < 1. That means that for 0 < x <

1, f(x) either monotonically increases or monotonically decreases. For x → 1,

limx→1 f(x) = limx→1
1−√1−x

x
= 1. For x → 0, limx→0 f(x) = limx→0

1−√1−x
x

=

limx→0
(1−√1−x)′

(x)′ = limx→0

1
2
√

1−x

1
= limx→0

1
2
√

1−x
= 0.5. Since limx→0 f(x) <

limx→1 f(x) -and in view of the monotonicity of f(x) argued above- it is implied
that f(x) monotonically increases and therefore, f(x) ≥ 0.5, for 0 < x < 1.

Eventually, for any c ≤ 0.5 it is satisfied that c ≤ f(x) = 1−√1−x
x

, for

0 < x < 1, or, 1 −
√

1− pQ0
(N)

p(N)
≥ c

pQ0
(N)

p(N)
is satisfied. Since

pQ0
(N)

p(N)
≥

1 −
√

1− pQ0
(N)

p(N)
≥ c

pQ0
(N)

p(N)
is satisfied, then 1 −

√
1− pQ0

(N)

p(N)
= Θ

(
pQ0

(N)

p(N)

)
.

Consequently, pf,0(N) = Θ
(

pQ0
(N)

p(N)

)
, and the lemma is proved. 2

So far, the case of global network outreach (i.e., C(L) = 1 for L = 0) w.h.p. has
been studied. The study for L = 1 and L = 2 follows the previously described
steps with respect to properties Q1 and Q2. For instance, if G(N, p× pf ) has
property Q1 w.h.p., it is expected P(G(N, p), pf ) to include the majority of
the network nodes (as it is the case for the giant component of G(N, p × pf )
that consists of the majority of the network nodes) and those nodes that are
not part of P(G(N, p), pf ), to be at most 1 hop away from at least one node
of P(G(N, p), pf ) (since an increase in pf (N) could result in the creation of a
new link between these nodes and a node of the giant component). Assuming
pf,1(N) to be the particular probability such that C(1) = 1 is satisfied w.h.p.,

it is derived that pf,1(N) = Θ
(

pQ1
(N)

p(N)

)
. The same applies for L = 2 and

property Q2. Therefore, assuming pf,2(N) to be the particular probability

such that C(2) = 1 is satisfied w.h.p., it is derived that pf,2(N) = Θ
(

pQ2
(N)

p(N)

)
.

Figure 3 depicts (asymptotic) numerical values of pf,L(N) as a function of N
for L = 0, 1, 2, using the results depicted in Table 1. For this particular case,
the underlying network topology is considered fixed, and therefore p(N) is a
positive constant.
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Fig. 3. pf,L(N) as a function of N for L = 0, 1, 2.

5 Asymptotic Analysis

The asymptotic expressions derived in the previous section are considered
next to asymptotically analyze probabilistic flooding and compare it against
traditional flooding, with respect to the number of messages required and
termination time (upper bounds) until a certain coverage C(L) = 1 is achieved.
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Fig. 4. RM,0(N) as a function of N for various values and asymptotic orders of
p(N).

For the case of global network outreach or C(0) = 1, it is known that the num-

ber of messages under traditional flooding is of the order of Θ
(
p(N)N−1

2
N

)
.

Under probabilistic flooding, a probabilistic flooding network P(G(N, p), pf ) is
created, and therefore, the number of messages is of the order of the number
of links of this network, or Θ (E(P(G(N, p), pf ))). Based on the study pre-
sented in the previous section, the number of messages under probabilistic
flooding for global network outreach are of the order of Θ

(
pQ0(N)N(N−1)

2

)
, or

Θ
(

ln(N)
N

N(N−1)
2

)
, or Θ

(
N−1

2
ln(N)

)
, or Θ (N ln(N)). Assuming p(N) to be con-

stant note that under traditional flooding, the number of messages is of the or-
der of Θ(N2) while under probabilistic flooding are of the order of Θ(N ln(N)),
which is a significant reduction compared to traditional flooding that becomes
more significant as N increases, as illustrated in Figure 4.a. Let RM,L(N) de-
note the (asymptotic) fraction of messages under probabilistic flooding over
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those under traditional flooding for some L, or, RM,L(N) =
E(P(G(N,p),pf ))

E(G(N,p))
. For

the case of L = 0,

RM,0(N) =
ln(N)

p(N)N
. (2)

Obviously, RM,0(N) → 0, when N → +∞ (O(p(N)) > O(pQ0(N)) = O( ln(N)
N

)).

Note that in strict terms, RM,0(N) = Θ
(

ln(N)
p(N)N

)
. However, in order to simplify

the notations in the sequel Θ(·) will not appear for both RM,L(N) and RT,L(N)
(to be defined later).

As already mentioned, since G(N, p) is a connected network w.h.p., then

O(p(N)) > O(pQ0(N)) = O( ln(N)
N

). For p(N) = Θ
(

ln(N)
N

)
(which means that

G(N, p) has just become connected), it is interesting to see that RM,0(N) =
Θ(1), which apparently demonstrates the fact that there is no advantage un-
der probabilistic flooding when compared to traditional flooding for this case
(the number of messages is the same under both probabilistic flooding and
traditional flooding). Actually, this particular case is (asymptotically) equiv-
alent to pf (N) = 1, for which probabilistic flooding reduces to traditional
flooding. In order to explain further this observation, note that for the case
of p(N) = Θ

(
ln(N)

N

)
, G(N, p) has just become connected w.h.p. which appar-

ently means that the number or “redundant” links (links over which traditional
flooding forwards messages and probabilistic flooding “saves” by probabilisti-
cally “avoiding” to do so) is significantly reduced. The shape of the network –
even though it contains cycles – looks mostly like a tree, [22], [26], and there-
fore, the ability of probabilistic flooding to “avoid” forwarding messages over
“redundant” links is reduced.

As p(N) increases asymptotically, the potential advantage of probabilistic
flooding increases, as it is shown in Figure 4.b for various functions of p(N)

of different asymptotic order (i.e.,
√

N
N

,
√

N ln(N)
N

,
√

N ln2(N)
N

), [37], in order to
illustrate in more depth how p(N) affects RM,0(N). Note that as p(N) in-

creases (
√

N
N

<
√

N ln(N)
N

<
√

N ln2(N)
N

), RM,0(N) decreases which means that the
savings in messages under probabilistic flooding increase when compared to
traditional flooding. However, assuming large values of N but not that large
such that N → +∞, and p(N) = 1, RM,0(N) → ln(N)

N
> 0, which is the

asymptotic lower bound with respect to N . Still, as N → +∞, RM,0(N) → 0.

It should be mentioned that the tightest lower bound with respect to the
number of messages for global network outreach is N − 1 for any (connected)
network of N nodes, assuming that there is global knowledge available regard-
ing the topology of the network in order to derive the appropriate paths for
the forwarded messages in the network (e.g., creating a spanning tree). Such
global knowledge cannot be assumed for the large-scale and dynamic network
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environments considered in this work. What is interesting is that the number
of messages under probabilistic flooding – that assumes no global knowledge
for the network topology G(N, p) – is (asymptotically) close to the optimal
one – that requires global knowledge – in the order of Θ(ln(N)) (Θ(N ln(N)))
and N − 1 messages, respectively).
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Fig. 5. RT,0(N) as a function of N for various values and asymptotic orders of p(N).

The reduced number of messages under probabilistic flooding is achieved at
the expense of larger termination delays. This is shown by comparing the net-
work diameter ofG(N, p) and P(G(N, p), pf ), for pf (N) = Θ

(
ln(N)

N

)
(the upper

bound of termination time corresponds to the network diameter). Let RT,L(N)
denote the (asymptotic) fraction of the network diameter of the probabilis-
tic flooding network over the network diameter minus L (for fairness issues
as it will be explained in the sequel in Section 6), for some L = 0, 1, 2, or

RT,L(N) =
D(P(G(N,p),pf ))

D(G(N,p))−L
. Given that for L = 0, D(G(N, p)) = Θ

(
ln(N)

ln(p(N)N)

)
,

D(P(G(N, p), pf )) = Θ (D(G(N, p ∗ pf ))) = Θ
(

ln(N)
ln(p(N)pf (N)N)

)
according to

Lemma 1, and p(N)pf (N) = Θ
(

ln(N)
N

)
, it follows that,

RT,0(N) =
ln(p(N)N)

ln (ln(N))
. (3)

Figure 5 depicts RT,0(N) for various values and asymptotic orders of p(N).
It is observed that (the upper bound of) termination time does not increase
as rapidly as the number of messages decreases. For instance, for N = 10000
and p(N) = 0.8, as it is depicted in Figure 4.a, RM,0(N) ≈ 0.1%, and as
depicted in Figure 5.a, RT,0(N) ≈ 4.03%. So, in asymptotic terms and the
particular depicted case, probabilistic flooding employs 0.1% of the messages
required under traditional flooding, at the expense of increasing the (average)
upper bound of termination time 4.03 times. Given that diameters in random
graph topologies are basically small (as already mentioned it is known as the
“small world” phenomenon, [22], [23]) a time delay upper bound of the order
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of 4.03×D(G(10000, 0.8)) may be viewed as small and thus not be prohibitive
for employing probabilistic flooding.

Apart from the aforementioned increment of the (average) upper bound of
termination time, another drawback of probabilistic flooding is the (unavoid-
able) employment of a probabilistic process instead of a deterministic one as
it is the case under traditional flooding. For example, reduction of the num-
ber of messages under probabilistic flooding takes place at the cost of being
achieved only with high probability, whereas under traditional flooding it is
guaranteed.

So far in this section the global network outreach case (i.e., L = 0 or C(0) = 1)
has been studied. The cases corresponding to L = 1 and L = 2 are naturally
expected to yield smaller number of messages under probabilistic flooding –
compared to traditional flooding – since the particular values of pf (N) are
expected to be (on average) smaller than those ensuring global network out-
reach (i.e., C(0) = 1) w.h.p. Given that the case of L = 1, corresponds to

property Q1, as it can be seen from Table 1, pQ1(N) = ln(N)
2N

= Θ
(

ln(N)
N

)
. It

is evident that the asymptotic analysis that has been previously followed for
L = 0 applies to this particular case as well. Note, that the resemblance is only
asymptotic and savings with respect to the number of messages are greater
for the case of L = 1 than for the case of L = 0 under probabilistic flooding,
as it will be demonstrated by simulations in the following section.
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Fig. 6. RM,2(N) as a function of N for various values and asymptotic orders of
p(N).

The case of L = 2, is different than the case of L = 1 and L = 0, since
pQ2(N) = 1

N
. Following the same steps as for the case of L = 0, it is concluded

that,

RM,2(N) =
1

p(N)N
, (4)

17



RM,2(N) for various values of p(N) is depicted in Figure 6. Note that for
N = 10000 and p(N) = 0.8 as depicted in Figure 6.a, the (asymptotic) savings
with respect to the number of messages is about 0.01% as opposed to 0.1%
depicted in Figure 4.a.

6 Simulation Results and Evaluation

The purpose of the simulation results presented in this section is two-fold: (a)
to support the claims and expectations of the analysis; and (b) to provide
for further insight into various aspects of probabilistic flooding in random
graphs. A simulation program was developed in C programming language and
random graph topologies up to 10000 nodes were created, while traditional
and probabilistic flooding was considered over these topologies. The presented
results are averaged values of 100 independent runs. For each run the initiator
node was randomly selected and different seeds with respect to pseudorandom
sequences (governing the selection of initiator nodes, the creation of topologies
and message forwarding under probabilistic flooding) were used. In many cases
p(N) = 0.0008, that is a value large enough for G(N, p) to be connected and at
the same time small enough in order for the resulting topology to be of reduced
number of links which corresponds to a worst-case scenario under probabilistic
flooding when compared against traditional flooding. Let C̄(L) denote the
averaged (coverage) fraction of nodes that belong to either the probabilistic
flooding network or the giant component of the under consideration random
graph, depending on the case. Let R̄M,L(N) (R̄T,L(N)) denote the averaged
fraction of the number of messages (termination time) under probabilistic
flooding over that under traditional flooding for L = 0, 1, 2.

6.1 Bounded Probabilistic Flooding
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Fig. 7. C̄(0) as a function of pf (N) for N = 10000 and p(N) = 0.0008.
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Information Dissemination in Random Graph Topologies] 
 
Reprint of: 
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Information Dissemination in Random Graph Topologies, Computer Networks 
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Chiara Boldrini, Marco Conti, and Andrea Passarella, Design and performance 

evaluation of ContentPlace, a social-aware data dissemination system for 
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